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1 Executive Summary 

 

The report describes the approach to verification of the STM concept capabilities on 
ships and shore and the comments are provided as an exercise to outline what ECDIS 
functionality has been included and how route information with established ECDIS 
functionality could enhance the communication exchange between onshore and 
onboard. The document contains three parts, mainly A) product certification schemes, 
in which a procedure is established on how to support such activity, B) operational data 
analysis, in which, taking into account the developed procedures in Part A, questions 
are raised, and comments are received by analysing the available data received and C) 
remote verification, in which the established procedure is followed via observing the 
equipment testing through an online platform. For clarification, product certification 
scheme is the process used to demonstrate that the product conforms to the 
requirements prescribed by internationally recognised standards and it is used to 
provide confidence that such requirements are fulfilled. An abstract summary is as 
follows: 

 

Part A of the current deliverable investigates possible applicable standards for work 
related to the STM concept, such as route presentation, exchange, interface and 
network on a ship’s bridge navigation equipment. Findings are listed with references to 
standards and partial extracts of related standards. Notes are made to highlight possible 
compliance and missing specifications. Descriptions are based on international 
standards for a ship’s navigational bridge related to a type approval of an installation 
onboard a vessel enhanced with functionalities related to the STM concept. It is stated 
that Part A has been adapted to specifications made in the STM BALT SAFE project, 
leading to an overview of STM concept requirements for approval and installation 
onboard ships. Our current work consists of the following: 

 

- Investigate how ship regulations and standards affect shoreside functions / and 
if a shoreside equipment type approval can be applied; 

 

- For the evaluation, we have analysed the use cases towards STM concept 
functions, where each use case should identify the functionality that is aimed to 
be tested / simulated or documented; 

 

- Make a proposal for a type approval program for ship’s equipment including STM 
concept functionality (relating STM concept functional requirements to existing 
standards, and identifying where no standard exists – here with possible 
recommendations for testing) 

 

Part B of the current deliverable comments on the obtained operational data in the 
format of screenshots and provides a review of how the respective STM concept 
functional requirements for the available use case conform to applicable standards. It is 
noted that in accordance with MSC 103/INF.12 IEC CDV 63173-1: Data Interface – Part 
1: S-421 Route Plan Based on S-100 is to be used for transfer of route data. 
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Part C of the current deliverable outlines how the concept of remote verification could 
be implemented for equipment with STM concept functionalities, in order to increase the 
efficiency of the provided classification service. However, due to cyber-security issues 
on establishing a network link between VTS premises, as an alternative, the 
observations are based on recordings of the simulations. 
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2 Part A: Product Certification Schemes – STM 
Concept Type Approval Analyses Shipborne 
Systems 

 

 

2.1 Introduction 

 

Part A of the current deliverable investigates possible applicable standards for STM 
concept functionalities, such as route presentation, exchange, interface and network on 
a ship’s bridge navigation equipment.  

 

Findings are listed with references to standards and partial extracts of related standards. 
Notes are made to highlight possible compliance and missing specifications. 

Descriptions are based on international standards for a ship’s navigational bridge related 
to a type approval of an STM concept function for installation onboard a vessel.  

 

 

2.2 Scope, Assumptions and Limitations 

 

- The analysis is limited to the implementation of STM concept functionality on 

equipment installed on board ships. The scope includes: 

 

o Bridge presentation, route planning, handling and monitoring functions 

onboard. 

o Interface within the ship’s navigation network. 

o Interface to external network (through gateway and STM concept Module). 

o Functional requirements for STM concept equipment onboard including the 

interfaced data as received from external source.  

o Presentation of STM concept route files (form STM module) is on an ECDIS 

where format as specified in IEC61174 4.12.7, annex S and T. (Binary image 

RaUdP, IEC61162-450). It is noted that IEC CDV 63173-1 provides a 

specification for route information transfer functions and protocol. 

o Technical STM concept (two way) route transfer functions regarding STM 

concept document, Appendix 3 STM technical specification version 2.0 (2018-

03-06) – related to onboard ship functions (see IEC CDV 63173-1) 

o Ship-shore and ship-to-ship route transfer – technical requirements and 

evaluation should be listed 

 
- Part A does not address external network, infrastructure, data exchange protocols 

and shore side functions (see Figure 1). 
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- It is assumed that an onboard STM concept system will be able to receive and send 

route information via a functioning and secure network external of the ship’s 

navigation network (to be in accordance with standards that are under development). 

 

- It is assumed that external routes, transmitted to and from the ship are created in 

accordance with IMO Resolution A.893 (21) Guidelines for Voyage Planning. 

As the work related to the STM concept aims to transmit route data between own ship, 
shore and other ships for traffic information; standards for ships bridge equipment 
applies to an STM concept function onboard a vessel and integrated with existing 
navigation equipment. 

 
Figure 1. Scope of document and type approval for onboard STM concept functions. 

 

For the shore side, IMO and IEC standards are necessarily not mandatory. Thus, we 
are looking into: 

 

- Given that routes are planned on shore and sent to ships, what are the 
minimum requirements from the ship side related to the onshore equipment and 
personnel. 

- Communication and presentation: what are the minimum recommendations to 
harmonize user interface and functions for a harmonized shore VTS and ship 
situation perception. 

- Can Shore Side equipment and systems be subjected to type approval and 
certification. 

 

Regarding shore side, an evaluation has to be made to what degree certification and 
type approval shall be made mandatory for certain functions, if this is only to be 
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recommended. It is noted that concepts in IEC CDV 63173-1 and IMO references 
MSC.232(83), A.893(21) and A.999(25) may provide indication on requirements. 

 

From a regulatory perspective, the ships are governed by SOLAS and MED (EU 
Marine Equipment Directive), whereas the shore side has no such governance other 
than the local authorities. The only point identified is that SOLAS makes requirements 
that voyage planning onboard is to be done amongst other in an official chart and by a 
trained mariner. If the VTS is sending routes to the ships, it may be considered that the 
VTS is performing a ship’s voyage planning – hence route/voyage planning is as a 
minimum to be done in accordance with the same conditions. This again leading to 
questions if the VTS in STM concept equipment will have required ship information 
such as (see ECDIS standard IEC61174 and IEC CDV 63173-1): 

 

- Ship’s Draft 

- Ship’s Safety Depth 

- Ship’s set Safety Couture 

- Ship’s set turning minimum radius 

- Chart 

- Chart mariner notes 

- (Set CPA/TCPA limits) 

- Set XTD limits 

- Ship height 

 

This amount of information is vital for planning and evaluating a voyage onboard the 
ship.  

  

 

It is also seen as necessary that VTS follow a common standard related to interface, 
data transfer, identification, authentication, route file format and transfer protocol. 

IEC CDV 63173-1 chapter 7 is providing requirements and test cases on above listed 
required information. However, it is to be noted that S-421 is not following the earlier 
prescribed RTZ format. Though to backwards combability IEC CDV 63173-1 states: in  
Annex B.7 Feature types: 

• This standard does not support RouteExtensions of RTZ. To use RouteExtensions format of 
RTZ, it can be added to routeExtensionNote as it is depending on the manufacturer. 

 

For a final type approved system, testing and verification against IEC CDV 63173-1 is 
recommended. 
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2.3 Regulatory 

 

For any STM concept functions presented on a ship’s bridge, these STM concept 
functions are to follow presentation-, interface- and individual performance standards as 
far as applicable. 

 

Functions specified by the STM concept, not covered by existing standards are subject 
to further STM concept specification in coherence with existing navigational standards. 

 

Addressed bridge STM concept functions: 

 

- Route data transfer requirements  

- Interface requirements 

- Security requirements with regards to external networks 

- Route presentation requirements  

- Ship to shore exchange protocol (when, how, what, how to send, confirm, 

repeat) 

- Route handling and management functions for voyage planning, route 

presentation and route monitoring. 

 

Requirements for testing and functional verification: 

 

- For STM concept equipment to be functional, an interfaceable and compatible 

solution is to be implemented on ships and shore. This is best achieved by 

standardization. 

- For efficient testing for solutions interfacing with type approved equipment 

common test specifications and test datasets should be available. In IEC CDV 

63173-1 and on CIRM website test datasets are made available. 

- STM concept functional requirements should be described with further 

functional descriptions, specification tests and test datasets.  

IEC CDV 63173-1 Annex A provides several predefined use cases, where 

tested compliance to at least one is made mandatory: 

 

A.2 Route cross check 

A.3 Flow management 

A.4 Enhanced monitoring 

A.5 Ice Navigation 
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A.6 Under keel clearance management 

A.7 Fleet route planning 

A.8 Chart management 

A.9 Route optimization 

A.10 Port call synchronization 

A.11 Reference route 

A.12 Search and rescue 

STM may consider these and indicate a selection that will be applicable for 

STM functions as defined. 

- STM concept specifications may be applicable to comply with existing 

standards for onboard ship’s navigation equipment and interface requirement. 

 

Hence, see applicable standards as outlined in the following sub-section. 

 

Notes to IEC CDV 63173-1 S-421 Route plan based on S-100, with regards 
to STM compliance: 
 

- IEC CDV 63173-1 provides: 
 
o Data protocol for ship to shore and ship (with accept/reject handshake) 

to ship route exchange. 
o The standard implies that shore is to receive ship’s routes for monitoring. 
o The standard includes the minimal information (Mandatory) and the 

additional information (optional) that is to be included in a route transfer.  
o The standard contains information on ship dynamics and safety limits. 
o The standard contains information on time and speed planned along 

route and legs. 
o Draft, speed and time limits. 

 

- STM functions not covered by CDV 63173-1: 
 
o Information on STM function restated to route intersection CPA/TCPA 

functions. 
o Onboard presentation of other ship’s routes and related functions.  
o Infrastructure and interface ship to ship and ship to shore. 
o Detailed shore functions.  
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2.4 Applicable Standards 

 

 IEC 60945 (2002): Installations onboard ship’s bridge shall meet the standards 
requirements (Environmental and EMC) fit for purpose of bridge and navigation 
installation 

 

 IEC62288 (2014): Presentation of STM concept functionality on bridge and for ship’s 
navigation shall follow the standard as far as described in the standard (route 
graphical presentation (annex)) 

 

 IEC 61162-450 (2018): Applicable parts for binary file transfer (RTZ) and network  
 

 IEC61162-460 (2018): Security, ship’s network and gateway to shore 
 

 IEC CD 63154: Cyber security standard (in progress) (IEC 62443 series) 
 

 IEC CDV 63173-1 Maritime navigation and radiocommunication equipment and 
systems – Data Interface – Part 1: S-421 Route Plan Based on S-100 

 

 IEC CD 63173-2: Maritime navigation and radiocommunication equipment and 
systems – Data interface – Part 2: Secure exchange and communication of S-100 
based products (SECOM) 

 

 IEC 61174 (2017): ECDIS standard 
 

 IHO S-52, S-63, S-64, S-100, S-421: for chart and route presentation 
 

 IMO Resolution A.893 (21): Guidelines for Voyage Planning 
 

 ISO PWI 23807: Ship shore data communication (work item) 
 

 IEC 61993-2: Automatic Identification Systems (AIS) 
 

 IEC 62388: Shipborne Radar Performance Requirements, methods of testing and 
required results 

 

 Standards for guidance: 

 

o MSC.1/Circ.1512: GUIDELINE ON SOFTWARE QUALITY ASSURANCE 
AND HUMAN-CENTRED DESIGN FOR E-NAVIGATION 
 

o IEC 63026: RED’s standard 
 

o ISO19847 Shipboard data servers to share field data at sea 
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o ISO19848 Standard data for shipboard machinery and equipment 

 

 

Appendix 1 lists the most relevant standard requirements related to addressed STM 
concept functions. 

 

 

2.5 STM concept and related Navigation Standards 

 

2.5.1 Standards with concern to the STM concept 

 

Compared to existing standards and compared to STM concept functions, the 
commented are addressed for further detailed specification by STM BALT SAFE (Table 
1). 

 

Table 1. Existing standards and relevant comments covering STM concept capability.   

 

Current standards: 

 

Comment 

Route data protocol: 

For route data transfer Binary image 
RaUdP is mandatory for ECDIS’s in 
accordance to IEC61162-450 and 
IEC61174 (RTZ XML). 

 

The protocol used on the external network is 
to be defined. RTZ is suggested to be used, 
the system should also require RRT and/or 
similar functions as prescribed for transfer in 
IEC61174 for integrating with onboard 
systems. 

IEC CDV 63173-1 

Sender receiver identification: 

Identification of multiple onboard 
units when sending routes using 
UDP is defined in standards.  

 

 

 

For communication with an external 
sender/receiver of route information – 
identification of a standardized scheme is to 
be addressed. 

 

If current RTZ is used, additional means of 
identification protocol of vessels and shore-
based entities is needed. Existing applicable 
standards may be applied. 

IEC CDV 63173-1/2 
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Integrity of source 

In the case that multiple entries can 
provide routes for use onboard a 
ship.  

 

Route data received should together with 
identification secure of external source, 
provide information on source integrity. 

 

Filtering on source and integrity should be 
considered made available for the ship’s 
mariner. 

 

Displaying the integrity of the source 
providing the route may be considered. 

IEC CDV 63173-1 

 

Mandatory responsibilities of 
when to send and receive a route. 

 

Between ECDIS’s onboard a 
mandatory protocol exists for 
automatic and operator actions 
when sending, receiving and 
monitoring routes. 

 

STM BALT SAFE will have to describe in 
detail how the sent routes are to be made 
available for external entities. 

 

A system for mandatory communication 
protocol with external entries for 
communicating route exchange may be 
considered including: 

 

- A specification of when, how often, 
automatic and/or manually an STM 
concept ship is required to send a 
route needs to be specified.  

 

- Whether a ship is only to send its 
monitored routes externally, and if 
this is to be on request or always 
made available is to be clarified. If 
routes in planned status can be 
sent from a ship is to be 
addressed. 

 

 

- If a ship received an external route 
(from authorities (VTS)) a protocol 
for the ship to confirm when the 
route is set to monitoring and if or 
not, and if it has been modified. 

 

 IEC CDV 63173-1 Annex A use Cases 
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Ship (to shore/external) 
handshaking during route 
exchange   

 

Standards require system automatic 
functions and user interactions for 
sending, confirming and requesting 
of route status. 

 

 

These mechanisms are defined in existing 
standards for ECDIS route transfer. STM 
BALT SAFE should define equal functions 
when transferring routes externally.  

 

For cases of STM concept equipment 
broadcast of ships routes’, data may be 
enough (for display of other ship’s routes) 

 

In other cases, (for example in 
communicating with and external monitoring 
by a VTS) handshake functionalities in the 
exchange of route data (similar to onboard 
transfer) may be considered. In this case, a 
protocol needs to be defined.  

 

 IEC CDV 63173-1 Annex A use Cases 

Details on presentation for 
external monitored routes (from 
other ships) 

 

Route presentation in a chart for 
other ships is not addressed in 
current standards 

 

 

 

Specification of how other vessels’ routes are 
to be displayed onboard is needed. 

- Graphical in chart (colour and 
shape) 

- Identification linking to target 
sailing the route 

 

Mandatory RTZ data to be 
transferred using RTZ 

Information in minimum required 
RTZ data transfer is minimal in the 
standards – optimal data fields in 
RTZ XML specification open for a 
wider specification of route. 

 

It should be considered if further (at this 
stage optional information) in the RTZ xml 
data will be seen as mandatory to transmit 
and receiving route data in STM BALT SAFE. 

 

IEC CDV 63173-1  
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Presentation and functional on-
shore installations 

The current standards are applicable 
for onboard ship route transfer, 
handling and presentation.  
Standards do not address 
presentation, planning and 
management of routes ashore. 

 

Routes presented onboard ship’s navigation 
bridge should comply with IMO Resolution 
A.893 (21): Guidelines for Voyage Planning. 

 

IEC CDV 63173-1 (partially) 

 

2.5.2 IEC 61174 – Connection for transfer of route information and STM concept 

 

With reference to IEC 61174 ed.4 – and requirements for transfer of route information, 
the following apply. It is considered that STM BALT SAFE should in a best possible way 
integrate with existing onboard equipment, utilizing existing performance standards and 
define STM concept functions for a seamless best possible user experience. RRT 
sentence or similar providing applicable relevant route handling functions may be 
applicable for the STM concept module and on the external network. Extract from “IEC 
61174 – 4.12.7 Connection for transfer of route information” with comments appropriate 
for STM concept capabilities follow (Table 2): 

 

Table 2. IEC 61174 – 4.12.7 extract and comments concerning STM concept capability. 

IEC 61174 -4.12.7 Connection for transfer of 

route information 

Comment related to the STM concept 

If a fixed wire interface is provided (see 4.10.2.3) 
means shall be provided based on 

IEC 61162-450 to send and to receive information 
on a monitored route and alternate routes 

with other navigation equipment; for example, 
backup ECDIS, planning workstation, radar, 

etc. (see Annex T). The data shall comply with 
the appropriate parts of Annex S for this 

purpose, as a minimum. 

 

 

 

Means shall include: 

STM concept module may be viewed as 

other navigation equipment within the 

navigation network. 

Required protocol should be followed 

within the navigation network. 

The STM concept onboard system shall 

in addition be connected to external 

networks via an IEC61162-460 gateway. 

For external identification of sender and 

receiver ISO19848 may be applied. 

1. bidirectional transfer of route(s) for editing 
purposes. The reported type of 
transferred route is A in the RRT 
sentence; 

In STM concept equipment all routes 

sent to a Ship shall have status A. 
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Additional status indicator for routes 

monitored by other ships may be 

considered. 

2. transfer of route for monitoring purpose. 
The reported type of transferred route is 
M in the RRT sentence; 

Only routes monitored by a ship shall 

have status M.  

When a route is set to “monitored” on 

one ECDIS, the monitored route shall 

automatically be sent to all other 

ECDIS’s onboard. This may also be 

valid for an STM concept module, 

externally transmitting the route as the 

ship’s monitored route. 

In a restart scenario – the restarted 

ECDIS shall request monitored route 

from other ECDIS’s – this may also 

comply to the STM module. 

Clarification of the situation and protocol 

related to a VTS request/receiving a 

route from a ship should be clarified will 

be part of operational standards which 

are not available yet. 

3. sending of RRT sentences using IEC 
61162-450 to inform another party about 
the transfer of a route, and reception of 
RRT sentences using IEC 61162 450 for 
file transfer status and intended 
application status (see Annex T); 

RRT sentence may be included with 

route transform from and to ships. 

4. for sending: 

- a method to initiate transfer of a route 
- indication of the status of the IEC 

61162-450 file transfer and the status 
of the 

- intended application based on the 
received RRT sentence; 

- indication of no response if the RRT 
sentence is not received within the 
manufacturer’s specified timeout; 

Onboard the ship; requirements for 

external route transfer as sender are to 

be specified. 

If transmitting a route externally – status 

feedback of received route status may 

be required on the same level as for 

internal route transfer. 

Means for updating route changes and 

resending in the case of transmission 

errors should be evaluated. 
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5. for receiving: 
- a method to accept or reject a received 

route at application; 
- reporting to the sender the status of the 

IEC 61162-450 file transfer and the status 
of the intended application based on the 
received RRT sentence. This reporting 
can be either by one or two RRT 
sentences. In a one sentence report a 
single RRT sentence reports both file 
transfer status and application level 
status. In a two sentence report the first 
RRT sentence reports only the file 
transfer status and the second RRT 
sentence reports the application level 
status; 

- if the receiver is an ECDIS, a method to 
perform a safety check of the received 
route against chart database and a 
method to perform a geometry check at 
application level; 

- a method to request a route from another 
ECDIS after power on (See Annex T, 
Q=Query for transmitting any monitored 
route or alternative route for editing); 

Onboard a received external route may 

be accepted or rejected by the mariner – 

report is to be sent to external sender by 

the RRT sentence. 

Onboard external received routes are to 
be safety checked against chart 
database and a method to perform a 
geometry check at application level to be 
in place. 

 

Onboard the system is to be able to 
send a Query to an external sender of a 
route. 

 

The current understanding is that ships will only 
transmit monitored routes and 

other entities may send suggested routes. 

A ship may receive a suggested route – however 
setting the route for monitoring will be done by 
the OOW, in accordance to ECDIS procedures, 
thereafter the ship will retransmit the route in its 
entirety as monitored. 

 

6. a log of these interactions.  

 

2.6 Feedback to STM Concept Technical Specification 

 

The prescribed STM concept functions need to be compared with existing IEC 
standards and IMO regulations. The work also expands by defining applicable 
compliance requirements and gaps where today’s standards do not cover STM 
concept functions. In this last case testing and definition of STM concept functions 
need to be addressed. The text that follows contains the specification from the 
referenced document, STM concept document, Appendix 3 STM technical 
specification version 2.0 (2018-03-06), with regulatory input to listed requirements. 

 

Standards requirements may apply as listed in this document – especially the following 
should be addressed: 

 

- A route is not to be considered as active and sailed by a ship before the OOW 
has checked and set the route to monitoring. In accordance to IEC61174 ed.4; 
when a route is set to monitoring the ECDIS shall give a message to other 
ECDISs onboard that now the route is monitored. This message may be 
relayed to other ships and ashore. 
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- It will only be the OOW that decides if a route is set to monitoring – even if 
received for ship external source. The route must be considered as unchecked 
with needs to be evaluated by the onboard ECDIS with regards to draft (anti 
grounding), navigational hazards and ship’s turn radius. Thereafter the route 
may be monitored. 

- STM concept ashore equipment route presentation should be considered (equal 
operation and presentation in accordance to IHO as far as practical) 

- If STM concept functions and route presentation is done outside of equipment 
compliant to specific performance standards (i.e. ECDIS) the presentation and 
functions still shall follow IEC62288 and applicable parts of relevant 
performance standards where functions are described.  

 

NOTE: No comment to requirement is to be read that there is no conflict with existing 
standards, nor is there an existing standard that currently is seen to apply or may give 
guidance. STM BALT SAFE should therefore provide functional specifications as 
applicable. 

 

 

2.6.1 External route transfer; authentication and security: 

 

- May be covered by SEASWIM /SEACOM and CD IEC 63173-2 

REF: Document No: BS_WP3. 

R-2.1.1 The Tenderer of STM ship system shall at milestone 2 prove that the STM 
concept  ship system can exchange relevant payload formats defined in reference 
SeaSWIM specification.  

 

- The assumed is that route file transfer data is to be on the format of RTZ CD 
IEC 63173-2 appendix B. IEC CDV 63173-1  

-  

REF: Document No: BS_WP3. 

4.1 STM concept Cyber security requirements (IEC61162-460 Gateway for navigation 
systems, CD IEC 63173-2) IEC CDV 63173-1  

 

REF: Document No: BS_WP3 

R2.1.2 The tenderer should be able to adopt to external standards and requirements 
i.e. RTZ that is being updated to S-421. See reference Standard forecast. 

 

- NOTE: For the route data file the minimum of information parameters for STM 
concept have to be decided (waypoint, leg-speed, ETA, XTD turning radius etc.) 
see IEC CDV 63173-1 solving issues in note 

 

REF: Document No: BS_WP3 

R-3.2.3. STM ship systems shall be able to include leg speed in route message 
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format. 

 

- Note: It is seen that Leg speed is the only by STM concept defined additional 
non mandatory data in addition to ECDIS IEC61174 (annex S) defined 
mandatory: 

o Route: name of the route 

o Waypoint: Unique identifier 

o Waypoint: Geographic point 

o Waypoint: Leg attributes 

 

See IEC CDV 63173-1 solving issues in note. If IEC CDV 63173-1 is to be followed for 
route data exchange protocol the listed lack of information using RTZ file transfer as 
defined in IEC61174 ECDIS standard is resolved. S-421 format has mandatory 
information as specified in IEC CDV 63173-1 chapter 7 tables 6-17. 

 

REF: Document No: BS_WP3 

R-3.2.1 The STM concept ship system shall be able to present, via ASM message (8), 
according to appendix: Route message format (version1.0), info/flag on AIS targets 
that participates in STM test beds. 

 

R-3.4.6 The STM concept module shall be able to set route status according to RTZ 
format in SeaSWIM specification. 

 

- NOTE: IEC 61162-450 (2018) defines an updated version of binary file header. 

- see IEC CDV 63173-1  

 

2.6.2 AIS and VDES ship to ship route transfer: 

 

- Described in STM concept document Route Message system requirements, G1 

REF: Document No: BS_WP3 

R-3.1.1The STM concept ship system shall be able to send and receive route segment 
via AIS, ASM message (8), according to Appendix 6 - Route Message system 
requirements, F1.  

 

2.6.3 Functional requirements and regulation and standards appliance and gap 
analyses. 

 

REF: Document No: BS_WP3 

R-2.1.3 The tenderer shall assure that the delivered system adheres to all relevant requirements regarding normal 
functionality in all navigational equipment, The Supplier is fully responsible that all installations of software and/or 
hardware, fulfilling the tender specifications, does not interfere with existing navigational systems and that the 
System is compliant with existing rules and regulations including but not limited to SOLAS Ch V reg 17 on 
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electromagnetic compatibility. 

 

- Conformity may be provided through IEC standards as applicable and 

certification by MED, defining STM as an additional function. Additional 

functions are not to degrade onboard equipment performance and operation, 

are to comply with existing standards as applicable, where no standards exist 

the performance is to be evaluated to be in accordance specification and not to 

be in conflict with the safety of navigation. 

- For compliance to existing standards, standard references are given in relation 

to STM concept function specifications 

- For STM concept functional specifications where no standard reference exists 

this is indicated. 

 

With reference to Document No: BS_WP3.1 the following functions and terms are 
used in relation to STM concept ship systems. 

 

- CPA/TCPA  

- Cross track distance XTD (and limit) 

- Route planning  

- Route turning radius 

- Grounding and safety depth with route planning and monitoring 

- Alerting 

In coherence with STM concept R-2.1.3 below guidance is given in relation to relevant 
STM concept requirements in Document No: BS_WP3 with reference to IEC standards 
relation to above listed functions and terms. 

 

Ship to Ship route Exchange (REF: Document No: BS_WP3)  

 

R.3.2.7 STM ship systems shall be able to calculate CPA and intersection points between own/other-ships route 
segments (including leg speed), even if the routes are not crossing each other. The operator should have the option 
to choose between leg-speed or actual speed.  

 

R-3.2.7 If a ship is deviating from its intended route (exceeding pre-set limits, geographically and in time, set by 
own ship), that shall be presented on own ships STM concept ship system. 

 

R-3.2.11 Alerts for low route CPA/TCPA should be easy to set and optional for the operator. If limits are exceeded 
other ships route might be triggered to show in the display. 

 
1. CPA/TCPA and IEC62288, IEC62388 and IEC61174 

The definition of CPA/TCPA values indication is set by IEC62388 RADAR 
standard. CPA/TCPA is a linear calculation to a future point taking current own 
ship and tracked target speed in consideration. 

For equipment with STM concept capabilities; taking routes and planned leg 
speeds into consideration – the terms CPA and TCPA should be avoided (see 
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IEC62288 terms and aberrations) – another terminology should be used for 
STM concept equipment.  

 

 

It is to be noted that the calculation and presentation requirements related 
to standards do not consider routes and leg speeds. STM BALT SAFE will 
have to define a method of calculating route closest point to approach 
and time to closest point to approach.  

 
- Relevant requirements for presentation and testing 

 
It is to be noted that for non-RADAR equipment IEC62288 defines the 
requirements for target related presentation of information. For ECDIS 
IEC61174 special requirements are stated. Both cases point to IEC62388 radar 
standard for reference. A special annex A in the radar standard defines radar 
functionality and testing requirements for non-radar equipment containing 
radar/target functions.  
 

o For non-radar equipment see IEC62288 and relevant clauses in chapters 

5 and 6 

o For non-radar equipment see IEC 62388 Annex A 

o Special requirements for ECDIS in IEC61174 with relevant clauses in 

chapter 4.6 

 

NOTE: Alerting of CPA/TCPA limits is only to be done in accordance to 
IEC62388 and as relevant in IEC62288 and IEC61174. A route related alerting 
of CPA/TCPA is seen to be in conflict with provision of alarm and use of 
CPA/TCPA aberrations.  

 

The Document No: BS_WP3 should be updated with: 
 Other terms for route related closest point to approach and time to 

closest point to approach. 

 Definition of method of calculating route closest point to approach 

and time to closest point to approach. 

 Means of display indication (important indication or lower priority 

of alert (caution)) 

 Symbol use of target and routes 

 

Guidance note: 

- Alerting may be possible (Warning or Caution), other terms than CPA/TCPA 
should be used. 

- See IEC62388 11.6.3 Bow crossing BCT, BCR – or using RCT (route crossing 
time), RCD (route crossing distance) 
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- Requirements for calculation as exist  

 
o IEC 62388 chapter 11 is relevant when not performing target detection 

and tracking. 

o For non-radar equipment see IEC 62388 Annex A 

 
2. Cross track distance XTD (and limit) and route monitoring IEC 61174 

 

R-3.2.7 If a ship is deviating from its intended route (exceeding pre-set limits, geographically and in time, 
set by own ship), that shall be presented on own ships STM ship system. 

 

Clarification on the following is needed: 

 

- A ship may transmit its alert status when exceeding its own XTD limit to shore 

and other ships – see IEC CDV 63173-1 solving issues in note. 

- A ship’s system may monitor other targets in relation to the routes received 

from the targets with leg XTD – informing the operator when targets exceed leg 

XTD’s. This may not be considered an onboard alarm. Indication and 

symbology are to be defined by STM.  

- Thirdly, the shoreside may monitor XTD’s of vessels and targets – this may be 

accepted as a warning or alarm in the shore side system. How and if monitored 

vessels are to be notified is to be considered. 

 

The terminology for cross track distance/limit (XTD) is defined to be for own ship 
only by IEC62288 – if an onboard system is to calculate, monitor and present XTD 
status for other targets and routes – a separate terminology, symbology and 
indication/alerting is to be defined by STM.  

 

see IEC CDV 63173-1 solving issues in note 

 

 
- Requirements for presentation and testing 

 
o IEC61174 ECDIS clause 4.10 and; 

(232/A11.3.6) It shall be possible for the mariner to specify a cross track limit of deviation 

from the planned route at which an automatic off-track alarm shall be activated. 

 

(232/A11.4.5) An alarm shall be given when the specified cross track limit for deviation from 
the planned route is exceeded. 

 

- It may be noted that a route XTD is the safety corridor that the route is checked 

in with relation to the chart. A mariner onboard may (in track mode) select a 

narrower XTD for monitoring if the vessel is on track (route leg/turn). 
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3. Route planning – ship’s turning radius 

 
A route is planned onboard with a ship’s minimum turning radius and for each 
turn in the route a radius is set. Before monitoring, the route is to be checked for 
geometrical feasibility i.e. turning radius. Further, the turn is to be checked for 
grounding and navigational hazards and restricted areas before setting a 
planned route to monitoring onboard. 
 
If the ship is to receive a route for monitoring from shore – how will the 
shore side take individual ships dynamics and turning radiuses into 
consideration? 
 
========== QUOTE ========== 
 
Reply from STM VTS: 
This is a very good question. The way I see it today based on what I have seen 
of STM VTS Systems the only realistic way is that the sole responsibility for 
using the route, setting it to monitoring, must lie with the OOW. The route must 
be checked onboard. The decision to set the route to monitoring must be made 
onboard. 
 
========== UNQUOTE ========== 
 
If a fixed radius is set from shore - the turning radius will possibly have to 
be altered onboard before the received route can be set to monitoring – 
how will the ship inform the shoreside of this alteration? 
 
========== QUOTE ========== 
 
Reply from STM VTS: 
I am not sure if this is necessary to do. Please see example below. 
 
The motor tanker CARRY CRUDE has planned their departure from 
Gothenburg as depicted below. For some reason the VTS sees it more feasible 
if CARRY CRUDE would choose the northern fairway out. The VTS therefore 
sends a Route Proposal to CARRY CRUDE, see next picture. 
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The original route sent from the Vessel to the VTS. 
 
 
Below you can see the route that the VTS has sent as a Route Proposal to the 
Vessel. 
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However, what the VTS has sent to the Vessel must be safety checked on 
board with the Vessel´s ECDIS and with all parameters and settings done 
properly. Should the Vessel accept the Route Proposal (with necessary 
changes done) then the Vessel can take the route in to monitoring. With today´s 
VTS Systems it is not likely that the VTS can plan and check the Vessel´s 
suggested route against all of the Vessel´s criteria. The Route Proposal is more 
to be considered a result-oriented advice rather than a fully planned route.  
 
========== UNQUOTE ========== 

 

 

 

Missing functional requirement – specification 

Shore sends route -> Ship evaluates, alters -> sends route back to shore for 
information/confirmation -> confirmation from shore -> ship sets route to 
monitoring? 
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========== QUOTE ========== 

 

STM VTS Reply 

 

Sounds good but this “loop” we have not really tested.  

 

========== UNQUOTE ========== 

 

see IEC CDV 63173-1 solving issues in note 

 
4. Grounding and safety depth with route planning and monitoring 

Depending on the ship’s draft, a safety depth and safety contour in the chart is 
set for route planning and voyage monitoring. This safety depth is depending on 
the vessel. 

How will STM BALT SAFE take safety depth and draft into consideration 
when shoreside is sending a route to a ship? 

 

========== QUOTE ========== 

 

STM VTS Reply 

It is pretty much the same situation as above. The VTS Operator would not 
advice a Vessel to choose a fairway with a lower depth than necessary in the 
first place, but it is still the responsibility of the vessel´s officers and captain to 
safety check the route that they will navigate.  

 

========== UNQUOTE ========== 

 

Further, the same question may be addressed to individual ship heights and 
above sea clearance needed. 

It is to be considered if the following parameters are to be included in the ship to 
shore communication with route exchange: 

 

o Ship safety depth and safety couture set onboard 

o Above sea clearance 

o Turning radius of ship 

o XTD limits of route and selected by the ship 

o Onboard CPA/TCPA limits set 

(information to be provided with route file) 

see IEC CDV 63173-1 solving issues in note 
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5. Alerting 

 
Alerting (alarm, waring and caution) indication is strictly governed for ship 
bridge navigation systems by equipment individual performance standards and 
IEC 62288 /MSC.302(87) and further BAM standard IEC 62923 -1/-2. 

 

 

2.6.4 Ship to Ship route Exchange  

 

R-3.2.1. The STM concept ship system shall be able to send and receive route 
segment via AIS, ASM message (8), according to Appendix 6 - Route Message 
system requirements, F1.  

 IEC61174, RTZ see IEC CDV 63173-1 solving issues in note 

 

R-3.2.2. The STM concept ship system shall be able to present route segment 
accordingly in navigation system. 

 To follow applicable parts of IEC61174 and/or IEC62288 to follow 
applicable parts. 

 Note in addition to IEC61174; additional specifications needed for ship 
shore exchange protocol and route data 

see IEC CDV 63173-1 for route data transfer standard 

 

 

R-3.2.3. STM concept ship systems should be able to include leg speed in route 
message format. 

 IEC61174, RTZ protocol – optional parameter must be made mandatory.  

see IEC CDV 63173-1 solving issues in note 

 

R-3.2.4. The STM concept ship systems should be able to  make below 
mentioned calculations using RTZ (see requirement: R-3.2.7, R-3.2.8, R-3.2.9). 

 IEC61174 RTZ and IEC61162-450 binary file transfer 

see IEC CDV 63173-1 solving issues in note 

 

R-3.2.5. In the STM concept ship system it shall be possible to make a default 
choice that the route message (and/or RTZs) will be shared or not, with other 
STM-ships. 

 To be defined as part of additional STM standard. 
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R-3.2.6. The STM concept ship system shall be able to present, via ASM message 
(8), according to appendix: Route message format (version1.0), info/flag on 
AIS targets that participates in STM concept test beds. 

 Standards do not at this point define presentation of other ship’s routes 
(only own ship planned/monitored and common recommended route) see 
IEC 62288 AIS presentation. 

 

R-3.2.7. STM concept ship systems should be able to calculate CPA and 
intersection points between own/other-ship’s route segments (including leg 
speed), even if the routes are not crossing each other. 

 CPA/TCPA calculations and presentation are governed by anti-collision in 
IEC62388, IEC61174 and IEC62288. Any possible function should in line 
with mandatory anti-collision. Specification of function is needed. 

 

R-3.2.8. If a ship is deviating from its intended route (exceeding pre-set limits, 
geographically and in time, set by own ship), that should be presented on own 
ship’s STM concept ship system. 

 Not covered by any existing standard, to be included in STM BALT SAFE. 
Presentation requirements in IEC62288 should be taken into consideration 
as well as avoiding presentation conflicts with standards for route 
presentation. 

 

R-3.2.9. It should be possible to do ”Route Trial Manoeuvre” including own and 
other ship’s routes (including leg speed). 

 Specification to be made by STM BALT SAFE, it is to be noted that it is 
required that when bridge systems are in Trial mode – it is required that this 
is clearly indicated to the operator on the display. 

 

R-3.2.10. There shall be a possibility to make a choice that only route 
messages from other ships that are chosen by the operator are displayed in 
the navigation system. 

 It must be clear from the presentation onboard which route belongs to 
which ship form IEC62288 and presentation requirements. It should be 
possible for the operator onboard to select presentation of other ship’s 
routes logically linked to target list. 

 IN ADDITION: It shall be possible for the operator to remove the other 
ships’ route layer in ECDIS/Radar by a single operator action, in 
accordance to the standards. 

 Note: Does there exist a field in RTZ protocol that defines a route to be for 
“other vessel”? 

 To be evaluated if in conflict with the general operation mechanisms in 
navigation systems for target information. Here selection for single targets 
data presentation is often not permitted, selections on presentation is 
mainly done for all targets with exception of manual selection of tracked 
radar targets.  
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2.6.5 STM Concept Ship System functionality in Navigation System 

R-3.2.11. The navigation system shall be able to upload and download 
VP to and from the STM Concept Module. Communication between the 
navigation system and the STM Concept Module will ensure that the maximum 
possible degree of consistency is upheld between information held in the 
navigation system and the STM Concept Module. 

 Partially IEC 61162-450/460 see IEC CDV 63173-1  

 

2.6.5.1.1  

R-3.2.12. If information consistency decreases due to the status of 
communication link between the navigation system and the STM Concept 
Module, the communication status shall be known by both ends. The 
communication status shall be displayed to the operator. 

 Requirement not covered by standards other than requirements for 
indication and handshaking of received/failed sent routes in IEC61174. see 
IEC CDV 63173-1  

 

R-3.2.13. When difference between real time ETA and PTA (to a 
predefined waypoint) is more than a pre-set value the operator shall get a 
question if the operator wants to update the PTA. (New PTA must be easy to 
set.)  If yes, schedule in RTZ shall automatically be updated and sent to 
relevant STM actors. see IEC CDV 63173-1  

 

R-3.2.14. It shall be possible to define which waypoint that is used for 
ETA calculations by setting a PTA at that waypoint (ETA in manual schedule in 
RTZ) to mark it as “synchronization” WP. see IEC CDV 63173-1  

 

R-3.2.15. When RTA is received from STM Concept-actors, the PTA 
shall be possible to be updated, using the received RTA. The route shall not 
have to be safety checked due to only updated schedule. When new PTA is 
set, the VP shall be shared. 

 

R-3.2.16. It should be clearly visible that only the schedule has been 
changed. see IEC CDV 63173-1 solving issues in note 

 

R-3.2.17. Area received in STM concept text message format should 
be possible to display in navigation system. 

 See S-52 if applicable chart symbiology exists, may be integrated with 
ECDIS as a text message. 

 

2.6.6 Communication between STM Concept Module and navigation system  

 



 

 

STM BALT SAFE – WP6.3 Product Certification Schemes, 
Operational Data Analysis and Remote Testing 

32 

 

 

R-3.5.1. The communication between the STM Concept Module and navigation 
system shall have Information consistency (e.g. ship receives a VP in the STM 
Concept module, accepts it, then the operator shall be able to choose it for 
monitoring in navigation system, it shall then be identical to the one in the STM 
Concept module). 

 See IEC61174 and external route transfer for already mandatory functions 
for sending and receiving routes. Operator interactions and displays for 
sending, receiving, accepting, rejecting, setting for monitoring, transfer 
failure, checksum is defined. May be enhanced for STM concept functions 

 see IEC CDV 63173-1 solving issues in note 

 

 

 

2.6.7 STM Module 

 

R-3.4.1. STM concept module shall be able to send, receive and show text 
messages to/from other STM actor according to “STM concept text format”, in 
SeaSWIM specification, appendix 5 (e.g. Text body, Message subject, receiver 
id (actor id), sender id (actor id), reference to information object ID (e.g. 
UVID)). 

 

R-3.4.2. The STM concept module shall include the functionality to communicate 
the following (but not limited to) to and from VIS/Online access point. 

 

 Publish VP to VIS / Online access point. 

 Retrieve VP proposals from VIS  / Online 
access point. 

 Send and receive VP, Area- and text messages 
to other STM concept services through VIS / 
Online access point. 

 

 

R-3.4.3. The STM concept module shall include the functionality to show, create, 
edit and save VP. It shall be possible to graphically clearly distinguish received 
VP updates, e.g. route suggestions. 

 

R-3.4.4. The STM concept module should by default attach an appropriate 
schedule to a monitored VP. 

 

R-3.4.5. If an appropriate schedule is not attached to the monitored VP, operator 
shall get notified. 
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R-3.4.6. The STM concept module shall be able to set route status (by operator) 
according to RTZ format in SeaSWIM specification. 

 

R-3.4.7. The route status “inactive” shall only be shared with other STM concept 
actors when the voyage is completed or cancelled. 

 

R-3.4.8. OOW shall be made aware of relevant events such as incoming 
messages (VP updates, text messages new RTA etc.) The event shall be 
detectable from ship’s conning position. Above events shall not interfere with 
navigational information. 

 Presentation on bridge IEC62288 

 

R-3.4.9. The STM Concept Module shall be able to upload/download VP to/from 
the ships navigation system. 

 See standards related to RTZ (IEC61174) interfacing IEC61162-450/460, 
REDS. 

 

R-3.4.10. Operator shall be able to search for service instances in STM 
Concept module according to SeaSWIM specification, based on attributes 
available in-service registry. 

 

R-3.4.11. Operator shall be able to search for services by means of 
Geometry (e.g. area search and/or Voyage plan search). 

 

R-3.4.12. STM Concept module shall be able to present the service 
descriptions included in service registration. 

 

R-3.4.13. STM Concept module should be able to present all relevant 
information available in instance descriptions as document (PDF, HTML). 

 

R-3.4.14. STM Concept module shall be able to store lists of services 
(for offline purposes). 

 

R-3.4.15. The STM Concept module should be able to support offline 
work when connectivity goes down, e.g. search for services and call them and 
when connectivity returns the “call” should be processed 

 

R-3.4.16. If stored service list is used, the list shall be updated 
minimum once per day and/or when service is called to prevent old entries to 
be used. 

 

R-3.4.17. If search fails, the operator shall get an error message within 
30 seconds. 
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R-3.4.18. Operator should be made aware if “messages” have been 
sent or not, due to connectivity or other issues.  

 

R-3.4.19. Operator shall in the STM Concept module be able to 
assign/remove access rights on information objects (VP) to services. 

 

 

R-3.4.20. STM Concept module shall be able to present for the 
operator which actors that have been given access rights to VP. 

 

R-3.4.21. Operator shall in the STM Concept module be able to share 
VP to selected services. It shall be possible to share a VP once or to set a 
service as a subscriber (i.e. automatically send future updates of VP). 

 

R-3.4.22. Operator should in the STM Concept module be able to 
subscribe on a service. 

 

R-3.4.23. There should be a functionality in the STM Concept Module 
to present relationship between different payload formats, e.g. a text message 
can be correlated to a VP. 

 

R-3.4.24. The STM Concept Module shall be able to show navigational 
warning according to S-124 (See SeaSWIM specification). 

 

R-3.4.25. The STM Concept Module shall be able to show area in STM 
Concept text format. 

 

R-3.4.26. The STM Concept Module should handle real time 
calculation (including pre-planned speeds) of ETA and or STG (Speed To Go 
to reach a WP at a given time) to one or more selected WP(s) (e.g. arrival 
traffic area or Pilot Boarding Position) along the route, not necessarily the last 
waypoint in the route. 

 

R-3.4.27. The STM Concept ship system shall automatically give the 
VP a Unique Voyage ID (UVID) using the maritime resource name (mrn) 
structure (see SeaSWIM specification).  

 

R-3.4.28. When a STM Concept actor has sent e.g. a VP to another 
STM actor (e.g. Ship-Shore, Shore-Ship) the sender shall get information 
regarding that that message is “read” by the receiver. (Requires update of VIS 
technical design as an intermediary before the standardized service interface). 
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R-3.5.1. Each ship shall have data link connectivity between the STM Concept 
Module and the Online access point. The connectivity has the ability to be 
continuous with adequate capacity according to the following: Communication 
between the STM Concept Module and Online access point ensures that the 
maximum possible degree of consistency is upheld between information held in 
the STM Concept Module and at the Online access point, depending on the 
online connectivity status of the ship. (Quantifying the above will be done in 
separate projects). 

 General 3.5 Online access – see IEC61162-460. 

 

R-3.6.1. The online access point shall hold a service instance that is the internet 
connected representation of the ship, the service instance shall represent the 
ship towards other actors via an SSC (service instance shall be based on latest 
service design VIS). 

 

R-3.6.2. The online access point should hold a service instance that is the internet 
connected representation of the ship, the service instance should represent the 
ship in receiving port call messages (PCMF) in port-call synchronization 
interactions towards other actors via an SSC. 

 

R-3.6.3. Online access point shall be able to expose and consume (to other STM 
Concept actors) RTZ-format, S124-format and text format using VIS (See 
SeaSWIM specification). 

 

R-3.6.4. Online access point should be able to exchange PCM-format with other 
STM Concept actors (See SeaSWIM specification). 

 

R-3.6.5. Online access point shall be permanently and stably internet connected. 

 

R-3.6.6. External events (according to service log specification) in and out to/from 
the system should be stored and logged for traceability. Events could include 
but are not limited to: Exchange of VP and received S-124. 

 

R-3.6.7. Service shall be registered in service registry according to guideline (See 
SeaSWIM specification). 

 

R-3.6.8. All messages, sent and received, shall be validated against payload 
schema. 

 

2.6.8 STM Concept Cyber security requirements 

 

For general requirements, see standards: 

IEC61162-460 (2018): Security, ships network and gateway to shore. 
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IEC CD 63154: Cyber security standard (in progress) 

IEC 63026: RED’s standard  

 

R-4.1.1. Service instance in online access point shall adhere to requirements 
stated in SeaSWIM Connector Specification and SeaSWIM Connector Design. 

 

R-4.1.2. Each ship shall be individually identifiable for the receiver of information, 
hence a unique certificate for the ship shall be used as client certificate. 

 

R-4.1.3. The information owner shall implement authorization mechanism for 
external actors, that ensures only authorized external actors have access to its 
information (See also requirement R-3.4.19). 

 

R-4.1.4. Security events should be logged for traceability (time, denied access 
etc.) in Online access point. 

 

R-4.1.5. The communication between STM Concept Module and Online Access 
Point shall be secured to hinder unauthenticated requests and unauthorized 
access to information (e.g. VPN). 

 

 

2.6.9 Non-Functional/Technical Requirements  

 

The STM Concept identified non-functional requirements 

 

R-5.1.1. Information shall not be lost due to restart or due to no connection to 
internet. 

 

R-5.1.2. Information shared shall not exceed 400kb 

 

R-5.1.3. The online access point shall be available at least 99% of the time. 

 

R-5.1.4. The status of service call shall be clearly indicated (e.g. by symbols for 
OK, Error) to the operator. Reason for the error shall be presented in text. See 
VIS Technical Design for details. 

 

R-5.1.5. The response message from service call shall be possible for an operator 
to read. The response message may contain information regarding the service 
call even if call was technically a success, such as missing information in the 
voyage plan. 
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R-5.1.6. The Online access point VIS-based instance shall return HTTP response 
(code and message/information) according to VIS Technical Design. 

 

 

2.7 Type approval programme proposal for STM concept equipment  

 

2.7.1 Introduction 

This sub-section provides a type approval guidance for STM functionality implemented 
on Marine Equipment Directive (MED) approved navigation systems. Verification and 
testing to be performed in accordance with applicable standards and STM functional 
specifications. 

This sub-section is a guidance text for type approval of STM functions integrated with 
a navigational display or stand-alone equipment on the ship’s bridge. For type 
approval, the manufacturer is to submit a test programme including methods of tests’ 
description. Listed reference standards and suggested STM testing methods are to be 
seen as guidance, and testing is to be performed as applicable for the (Equipment 
Under Testing) EUT. The testing to be performed shall be witnessed by DNV qualified 
surveyor.  

 

2.7.2 MED equipment and type approved equipment 

When STM functions are integrated as part of systems that require a MED approval 
and certification, the certification is to be performed in accordance with requirements 
related to documentation, design and type testing applicable for the EC Type 
Examination (Module B, F or G) for MED. 

STM is viewed as an additional function to the equipment requiring EC Type 
Examination for Marine Equipment Directive (MED) and is to be tested in accordance 
with applicable standards and specifications for STM. 

 

Standards references 

• IEC Standard 60945 (2002): General requirements - Methods of testing and 
required test results. 

• IEC Standard 61174 (2015): Electronic chart display and information system 
(ECDIS), Operational and performance requirements, methods of testing and 
required results. 

• IEC Standard 61162-series: Maritime navigation and radio communication 
equipment and systems, - Digital interfaces. 

• IEC Standard 62288 (2014): Presentation of navigation-related information on 
shipborne navigational displays – General requirements, methods of testing and 
required test results. 

• IEC Standard 62388 (2013): Shipborne radar Performance requirements, methods 
of testing and required test results 

• IEC Standard 63173-1: Data interface – Part 1: S-421 route plan based on S-100 
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• IEC Standard 62923-1 (2018): Maritime navigation and radiocommunication 
equipment and systems –Bridge Alert Management – Part 1: Operational and 
performance requirements, methods of testing and required test results. 

• IEC Standard 62923-2 (2018): Maritime navigation and radiocommunication 
equipment and systems –Bridge Alert Management – Part 2: Alerts and cluster 
identifiers and other additional features. 

• STM functional description (pending) 

• MSC 103/INF.12 Information about an intended proposal for a new output to 
amend the revised performance standards for ECDIS (resolution MSC.232(82)) to 
facilitate a standardized digital exchange of vessel route plans 

• MSC 104/15/7 Proposal for a new output to amend the revised ECDIS 
performance standards (resolution MSC.232(82)) to facilitate a standardized digital 
exchange of vessels' route plans 

 

 

Testing: 

- Environmental and EMC: All onboard ship’s equipment supporting STM 
functions is to be tested in accordance with IEC60945. Bridge display 
equipment is to be in accordance with IEC 62288. Interfaces to be in 
accordance with IEC 61162-series. Further STM presentation and functions are 
to be aligned with IEC 61174 and IEC 62388.   

- Presentation STM functions: 

o Presentation of STM information is to follow principals of IEC 62288, IEC 
61174 and IEC 62388 

o STM target route information is to be presented logically grouped with 
target information related to requirements for target information in IEC 
61174, IEC 62388 and IEC 62288, (ref annex A) 

o Graphical and alphanumeric information of other ship’s route information 
and routes is to appear as clearly distinguishable for own ship’s 
monitored and planned routes. Information is to be clearly linked to 
related tracked and or AIS target presented. 

o A clear indication to the operator of the own ship’s transmitted route, with 
functions and user interface for easy administration of functionality.  

o External received routes are to appear as planned and may only be set 
to monitoring with route check and functions in accordance with IEC 
61174.  

o STM functions onboard are to present a clear indication of malfunctions 
as applicable to sending or receiving routes. 

o Monitoring other ship’s traffic onboard: According to STM an indication to 
the mariner may pe presented on the STM equipment. 

Note: Route traffic intersection indications shall be distinguishable from mandatory 
collision avoidance functions (such as CPA/TCPA alarm). A graphical indication 
(chart/radar) may be provided, with text information in accordance with IEC 62288 
important information, or an operator selectable alert of lower priority than alarm may 
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be used. Information provided to the operator is to be unambiguous clearly stating 
route intersection.   

o If alerts are presented in relation to traffic monitoring or STM system 
functional reductions of failures alerts are to be in accordance with IEC 
62923-1 (2018) and IEC 62923-2 (2018). 

 

- Interface 

o Interfacing to navigation equipment onboard is to follow electrical and 
protocol of IEC 61162-series standards 

o External network connection or connection to an unsecure ship’s 
network; the STM installation and navigation system is to be protected by 
a Gateway in accordance with IEC61162-460. 

o External route exchange is to be tested in accordance with STM 
specification. Route exchange may be tested in accordance with IEC 
63173-1 ed.1 S-421 route plan based on S-100.  

o For ship-to-ship communication and exchange of route information AIS 
VDES and route transfer may be implemented and tested in accordance 
with VDES specifications for route transfer protocol. Connection with an 
VDES approved AIS will be mandatory for installation.  

 

- Functional testing  

o Receiving, monitoring, and sending a route is to be tested on EUT using 
a predefined route exchange dataset and protocol, including scenarios 
for: 

 Sending monitored route 

 Receiving external route, accepting, validating and monitoring 
route with transiting new route; with user dialog indication external 
source 

 Receiving external route, rejecting received route, or storing route  

 Instances of protocol error 

The testing is expected to include verification of presentation, interface and system 
failure scenarios.  

o As available; a description of onboard monitoring functions utilizing other 
ship’s route data is to be submitted. A description of calculation 
algorithms for route intersections and indication mechanisms is to be 
included.  Functions are to be tested as described. Appropriate testing 
scenarios including scenarios with multiple vessels are to be included in 
testing. 

o IEC 63173-1 test cases for testing of STM functions, applicable use 
cases in S-421 route plan based on S-100, may be performed. 

o IEC 62923-1/-2 BAM, if the STM function generates alerts alert functions 
and interfacing is to be tested in accordance with applicable 
requirements.  
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2.7.3 Testing and requirements to shore based installation planning and 
transmitting route recommendations to ships.  

 

For land based VTS systems the testing of the following is to be considered:  

- Follow IEC Standard 63173-1 standard interface 

- Charts for route planning and monitoring in accordance with IHO requirements 
for official charts 

- Functionality in accordance with STM specifications 

- Terminology, abbreviations, and graphical presentation should as far as 
possibly resemble commonly used terms and marine standards   

- Testing may be performed with simulation scenarios involving multiple ships 
using a standardized data exchange set. 
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3 Part B: Operational Data Analysis   

 

Operational data in the format of screenshots were obtained from simulated scenarios 
the flow of which was stipulated by the document “STM Vessel Traffic Services (VTSs)  
Standard Operating Procedures (SOPs)”: 

 

• A. Route crosscheck 

• B. Route proposals 

• C. Route corridor deviation 

• D. Close quarter situations 

• E. Predicted Rendezvous 

 

The functionality in the simulated scenarios can be broken down in the following main 
function groups (with the use cases in parentheses): 

1. Sending ship’s monitored route to shore (B, E)  

2. Receiving suggested routes from shore (B, E) 

3. Receiving other ship’s monitored route broadcast (A, D) 

4. Onboard STM functions (calculations and HMI presentation) (A, B, C, D) 
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A. Route exchange between VTS and STM compatible vessels 

 

 

 

COMMENT DNV: Viewing other ship’s route onboard also on ECDIS?  

 

========== QUOTE ========== 

 

STM VTS Reply 

Not necessarily. What we can see in the picture is something that is done between the 
VTS and the Vessel. The Vessel and the VTS have agreed to share information 
between them, this information is not automatically spread to anyone else. Should the 
Vessel choose to broadcast its route via AIS, the route will be visible to all other STM 
Vessels if they use their STM equipment. The Vessel can also choose to share their 
RTZ route to Vessels that they choose to share their Voyage Plans with e.g. all 
Vessels from its own shipping company. But still, the picture above only indicates that 
the route is shared between the Vessel and the VTS, no one else can see it. 

 

========== UNQUOTE ========== 
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COMMENT DNV: Is this own ship receiving suggested route form VTS? In this case, 
more information on user interface and validation of the  route is requested, with 
setting route to monitoring. Or is this VTS system’s view?  

 

========== QUOTE ========== 

 

STM VTS Reply 

This is the VTS Systems view. The Wärtsilä STM VTS comprises of two parts, the 
VTS System (NaviHarbour) and the Planning part (NaviPort). Above you can see a 
screenshot of NaviPort. The route belongs to the Vessel Alpha and the route is under 
monitoring. If the VTS Operator wants to make any changes, he or she can click Edit 
route, fix what needs to be fixed and send the Route Proposal to the Vessel, see the 
arrows. 

 

========== UNQUOTE ========== 
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B. Close Quarter Situation (CQS) – Use case 1 

 

 

 

COMMENT DNV: More information on function and presentation is requested.  

 

========== QUOTE ========== 

 

STM VTS Reply 

I understand that you want more information but I am not sure of what you want to 
know exactly. I can send you a copy of Wärtsiläs manual of NaviHarbour if you like 
and then you can read in the section about CPA and TCPA predictions and 
calculations. However that is a big file 29.5 MB so we will have to use WeTransfer or 
something. Maybe you could specify what you want to know more about?) 

 

========== UNQUOTE ========== 

 

 

 

 



 

 

STM BALT SAFE – WP6.3 Product Certification Schemes, 
Operational Data Analysis and Remote Testing 

45 

 

 

 

C. Cross track error alarm – Use case 2 

 

 

 

COMMENT DNV: May be permitted for the VTS screen, BUT it is not peritted to issue 
alarm on ECDIS onboard. 

 

========== QUOTE ========== 

 

STM VTS Reply 

This image is from the Wärtsilä NaviHarbour VTS System. Only the VTS Operator can 
see it. 

 

========== UNQUOTE ========== 
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D. Route proposals – Use case 3 

 

 

 

STM VTS: The image above comes from Planning Station which is a precursor of 
NaviPort. 
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COMMENT DNV: More information on function and presentation is requested. 

 

========== QUOTE ========== 

 

STM VTS Reply 

What we see is a screenshot from Planning Station which is an older version of the 
NaviPort that is the Wärtsilä STM VTS used for planning, editing, sending of routes 
etc.  

 

========== UNQUOTE ========== 
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4 Part C: Remote Testing 

 

In order to perform remote testing, the following prerequisites must exist: 

 

A. Test environment for onboard navigation systems: 

- Equipment under test (EUT) with HW and SW as installed on the ship 

- Simulator for sending STM data to EUT 

- Simulator for receiving STM data EUT 

- Data exchange logging and EUT presentation logging of Display 

 

B. Testing requirements: 

- Protocol testing 

- Interface testing 

- Presentation testing 

- Hardware testing as applicable 

 

C. A test shall be specified and performed as follows: 

1. Reference to functional requirement 

2. Interpretation of functional requirement with related standard reference if 
relevant 

3. Description of test method and expected result 

4. Description of observed result in relation to above expected 

 

If the test and the datasets are predefined, these should be as follows: 

- Route transfer scenarios 

- Route transfer data 

Requirements for pre-test preparations, simulators and verification of transfer data and 
protocol may be made more efficient.  

 

For an STM concept, functional result testing efficiency and degree of standardization 
will be improved if points 1-4 are predefined by STM BALT SAFE in a test programme. 

 

For remote testing and verification, the above test environment for onboard navigation 
systems and testing requirements must be fulfilled in a laboratory environment. 
Thereafter testing may be witnessed by remote observation and post evaluation or 
recorded test data.  

 

In a scenario of remote testing the class approval engineer will participate from a 
remote location (office). The test engineer on the customer side will execute the 
testing using a test tool, and the class approval engineer will have a 
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witnessing/monitoring role, performed remotely. The recorded test data may be sent to 
the classification society approval engineer for further analysis (see Fig. 2). 

 

 

 
Figure 2. Simple illustration of the remote verification concept 

 

The following prerequisites enable remote verification: 

 Test cases/data 

 Simulation/test tool 

 Telecommunications application (i.e. Skype, Teams) 

 Recording of test 

 

4.1 Observations and feedback from the remote testing 

 

For the remote testing, the initial plan was to schedule an online meeting where we 
could witness the running of the use cases and ask questions, however there are 
cybersecurity issues on how the set-up can be facilitated through VTSs. Thus, an 
alternative is to observe the recordings of the simulations. A screenshot of the 
recording is illustrated in Fig.3, where it is shown that the operator has access to three 
screens. 

 

 

 

Figure 3. Illustration of the VTS operator screen views 
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========== QUOTE ========== 

 

STM VTS Reply 

 

 

 

The three screens to the left were used for Wärtsilä´s VTS System NaviHarbour. The 
two ones to the right were used for NaviPort, route planning that is. 

 

 
Wärtsilä´s VTS System for monitoring traffic, NaviHarbour. 

 

========== UNQUOTE ========== 

 

By viewing the recordings, the following comments are made: 

 

 Sailed routes cannot be distinguished between different vessels. 
VTS Reply 
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========== QUOTE ========== 

 
STM VTS Reply 
For a route to be displayed in the NaviHarbour System it has to fulfil two criteria. 
1. The Route must be under monitoring i.e. have the status 7. Otherwise, the 
NaviHarbour will discard the route. 2. The NaviHarbour computer must be able 
to match the route with a Vessel and this is done with the vessel´s IMO number. 
The route will then be displayed in the NaviHarbour’s system in a table called 
“Ship Routes” along with the name of the Vessels that “owns” the route. To 
indicate that this is an active, monitored route, possible to display on the VTS 
screens the route and the vessel´s name is written in bold text. See picture 
below. 
 

 
 
The route “11 Sflex B Sk t GBG” is, along with its Vessel SUPERFLEX BOND, 
marked with bold text. Should the VTS Operator like to display the route on the 
screens, the charts, he or she can do so by marking the route in the table and 
choosing the alternative “Always show route”. To remove the SUPERFLEX 
BOND route the VTS Operator chooses “Never show route”. 
 

========== UNQUOTE ========== 

 

 Pre – planned routes: How does the VTS operator know that these routes are 
assigned to any vessel ?  
 

========== QUOTE ========== 

 
STM VTS Reply  
Only routes with the status monitoring are possible to display in NaviHarbour, 
see above. Routes with the status planned and all other routes can be 
displayed in NaviPort. How to know which route that belongs to which Vessel is 
indicated in the picture below.  
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Which Vessel that “owns” the route on display is indicated by the arrow at the 
top left position of the figure. 
 

========== UNQUOTE ========== 

 

 

 It would be interesting to arrange a set-up where two (or more) ECDISs are 
connected to the VTS simulator together with a vessel simulator to test the STM 
concept functionalities. In this way we could obtain recordings from the VTS, 
ECDIS and vessel simulator and synchronised them to get an acute 
presentation of the complete system. 

 

========== QUOTE ========== 

 

STM VTS Reply 
I actually think that this is pretty much what we did. What was recorded, how it 
was recorded and what could be retrieved from the simulator itself I think you 
will have to ask RISE about. My guess is that no recording or data gathering 
were done regarding the ECDISs. The simulations focused on VTS not Vessels. 
The ECDISs were therefore out of the scope but basically all the parts you ask 
fore were there and connected together. 
 

========== UNQUOTE ========== 

 

 

 With regards to the aforementioned, for a given use case, a pre – defined 
schedule of actions could be created to be followed during the simulator testing. 
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========== QUOTE ========== 

  

 STM VTS Reply 

This we did. As I have mentioned before the use cases were never considered, 
the structure that we followed came from the STM VTS SOPs. The actions, all 
of the actions, during the simulations were pre-defined, documented and could 
be followed during the simulations or after the simulation when going through all 
collected data.  

 

========== UNQUOTE ========== 

 

 There are targets with different colours, but how are these linked to own routes 
presented in the VTS screen ? 

 

========== QUOTE ========== 

 

   

STM VTS Reply 
 
 

 
The latter is written when explaining CPA/TCPA calculations in NaviHarbour. 
Thus, quite a few colours may appear on the targets in the VTS System, but I 
do not think that this is STM related. It has more to do with the NaviHarbour 
system design itself. 
 

========== UNQUOTE ========== 

 

 It would be appropriate to create a link between VTS and a vessel in order to 
observe how the exchange is working on both ends. 
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========== QUOTE ========== 

 

 

STM VTS Reply 

If you by link mean a digital connection between the VTS and the Vessel this 
was done, and it was possible to observe both ends. 
 

========== UNQUOTE ========== 

 

The following observations with linked feedback on specific instances of the provided 
video recording are disposed by reviewing the material once. Further detailed 
feedback requires testing of both onshore and onboard equipment (see comments 
above). The observations are made mainly to presentation of targets and route 
graphics, where functions are compared to ECDIS route presentation in IEC 61174 
and IHO S-64, with adopted reference to IEC 62288. The background for this task is 
the need to harmonise the vessel’s ECDIS display and the shoreside (VTS) screen 
monitor with regards to target and route information as well as further work to adapt 
route presentation of other vessels on ECDIS. 

 

 

4.1.1 Observation 1 

 

 

 

Figure 4. Example video 2021-10-07 09-46-28 x @ 01:54: How to distinguish between  
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the two displayed vessel routes?  

 

========== QUOTE ========== 

 

STM VTS Reply 

As previously mentioned this can be determined by using the “Routes Tables” 

 
The Vessel FJORDAR is inbound North of Vinga approaching Waypoint 2 and will 
proceed in to the North Channel to Danafjord Anchorage and STENA SCANDINAVICA 
coming from the South is aiming for the South Channel. 

 

========== UNQUOTE ========== 

 

 

Is the vessel “MINERVA JULIE” sending the planned route, or this is the monitored 
route? Does the system distinguish the presentation between vessel’s 
proposed/planned routes and the monitored routes? 

 

========== QUOTE ========== 

 

STM VTS Reply 

It is the monitored route. NaviHarbour will only display monitored routes. 

 

========== UNQUOTE ========== 



 

 

STM BALT SAFE – WP6.3 Product Certification Schemes, 
Operational Data Analysis and Remote Testing 

56 

 

 

 

  

Figure 5. Example video 2021-10-07 09-46-28 x @ 02:29: Are routes with XTD limits 
displayed as monitored routes? For instance, vessel “STENA SCANDINAVICA” (see 
Fig. 5b). What about routes without XTD planned by the vessel (i.e., “MINERVA 
JULIE”)? 

 

========== QUOTE ========== 

 

STM VTS Reply 

This an interesting question, I think. A vessel can only monitor/navigate one route at a 
time naturally. The VTS System can only monitor one route at a time per Vessel and 
that is the route that the Vessel has taken in to monitoring in its ECDIS. This route can 
only have one XTD and this XTD is set by the Vessel when doing its route planning. 
What is interesting in this is to discuss if the VTS should interfere if they find the XTD 
set by the Vessel inappropriate and send a new Route Proposal with another XTD.  

 

The fact that MINERVA JULIE´s route looks different from the routes of FJORDAR and 
STENA SCANDINAVICA is just a coincidence. This particular simulator scenario is 
built on an older scenario (I made that some five years ago) and new targets, routes 
etc. has been added. I think that the MINERVA JULIE and its route is inherited from 
the original simulator scenario. 

 

========== UNQUOTE ========== 
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Note: See IEC 61174 and IEC 62288 on route presentation requirements 

 

 

 

Figure 5b. Example video 2021-10-07 09-46-28 x @ 02:29 

 

 

4.1.2 Observation 2 

 

 

 

Figure 6. Example video 2021-10-07 09-46-28 x @ 04:50: Scenario with XTD out, 
vessel “PEIKKO” (see Figure 6b) 
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Figure 6b. Example video 2021-10-07 09-46-28 x @ 04:50: Navigational alarm list 

 

4.1.3 Observation 3 

 

   

 

Figure 6c. Example video 2021-10-07 09-46-28 x @ 04:50: What is the difference 
between red (vessel “PEIKKO”), green (vessel “STENA SCANDINAVICA”) and black 
(vessel “NIMBUS”) targets? 

 

========== QUOTE ========== 

 

STM VTS Reply 

The red Vessel PEIKKO is red because it has triggered a “Navigational Alarm” in this 
case it is exceeding its XTD. The green Vessel STENA SCANDINAVICA is most likely 
green because the VTS Operator has chosen this to measure its CPA/TCPA to 
another Vessel. This other Vessel´s symbol will also turn green when this is done. 
NIMBUS is black because it is a tracked target, nothing particular going on with this 
Vessel now. Also see above about colours of the Targets. 

 

========== UNQUOTE ========== 
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4.1.4 Observation 4 

 

 

 

Figure 7. Example video 2021-10-07 09-46-28 x @ 07:46: What is the red square? 

 

========== QUOTE ========== 

 

STM VTS Reply 

The red square has been placed there to indicate an area in which Vessels are not 
allowed to meet. This area has been placed there in order to be able to test STM VTS 
SOP 5 Predicted Rendezvous. This is a fictious area and you will find another one in 
the fairway going out North of Vinga. 

 

========== UNQUOTE ========== 
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4.1.5 Observation 5: Route symbology and graphics 

 

 

 

Figure 8. Example video 2021-10-07 09-46-28 x @ 07:46: What is the difference 
between the route for vessel “PILTENE”, with XTD limits included and route near 
vessel “MINERVA JULIE” WP W1 to W7, drawn in only single line? 

 

========== QUOTE ========== 

 

STM VTS Reply 

The difference is that the XTD of PILTENE is set bigger, perhaps 0.1 M on each side 
of the Vessel´s route. MINERVA JULIE´s set XTD seems to be nil. 

 

========== UNQUOTE ========== 
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4.1.6 Observation 6: Multiple routes and targets 

 

Several targets and only one route is drawn (Fig. 9) – there seems to be a graphical 
insufficient presentation linking the target to the presented route.  

 

========== QUOTE ========== 

 

STM VTS Reply 

Looking at Figure 9 it must be realized that the VTS Operator chooses which routes to 
display and which ones to hide. It must also be realized that maximum four of all 
Vessels in the simulation could be STM Vessels at a time (for technical reasons). The 
others, the non STM Vessels, had no routes that could be displayed. In the image we 
can see the route of PEIKKO displayed. None of the other Vessels in this image are 
STM compatible Vessels and therefore they do not have routes that can be displayed. 

 

========== UNQUOTE ========== 

 

 

As a reference, see IEC 62288 and clauses related to source of information, where 
presented data is to be linked to a clear source. For example, AIS target information 
(including target route) should be clearly graphically and alphanumerically logically 
linked to the target, where the target is to be seen as source of information.  

 

NOTE: At this stage there seems also to be confusion amongst the operator(s) on the 
route belonging to the target and its presentation. 

 

 

 

Figure 9. Example video 2021-10-07 09-46-28 x @ 09:03: Several targets and only 
one route drawn. 

 

For presentation of other ship’s routes onboard ships and ashore, a scandalised 
method of disfiguring routes between targets and planned/monitored own ship’s routes 
is highly relevant. The same concept should be applied on shoreside for uniform 
presentation of information for simplified communication between vessels and 
shoreside.  
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The targets that are not transmitting routes may be considered graphically 
distinguishable from ships capable of transiting routes (STM ships).  

 

========== QUOTE ========== 

 

STM VTS Reply 

In real life I absolutely agree with this. We thought about doing it in the simulations as 
well, but we thought it would be a little too easy for the test participants. Had the 
scenarios started with some 10 – 20 vessels visible and four of them marked with 
STM, well, then the focus would have been put directly on these four Vessels. 

 

========== UNQUOTE ========== 

 

 

4.1.7 Observation 7: Route transfer sequence 

 

 

 

Figure 10. Example video 2021-10-07 09-46-28 x @ 10:45: Ship sending route 

Route proposal received @ 12:43 for vessel “GORCH FOCK”. How is the proposed 
route approved by VTS? 

 

========== QUOTE ========== 

 

Bridge, 
sailing free 
height 18 m. 
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STM VTS Reply 

In the picture above the GORCH FOCK is monitoring and intending to follow “the 
yellow”. When doing the Manual Route Crosscheck (again during the simulations there 
was no automated Route Crosscheck available in the VTS) the VTS Operator realizes 
that the GORCH FOCK has a way too big air draft to pass under the bridge (marked 
with an arrow. 

 

So, the VTS warns the GORCH FOCK and sends a Route Proposal leading to a 
navigable channel for the GORCH FOCK. This suggested route however must (as in 
previous examples) be safety checked on board GORCH FOCK before being taken in 
to monitoring. 

 

This is an interesting example. Warning a Vessel of some kind of obstacle in this case 
a bridge, advising it to take another route is not very dramatic. But to send this route 
digitally from the VTS instead of explaining it orally is something new and I would say 
something that should be discussed further. 

 

========== UNQUOTE ========== 

 

 

4.1.7.1 Observation 7-1: Vessel proposed route safety contour within XTD 

 

NOTE: XTD for the transited route from vessel “GORCH FOCK” may be within safety 
contour? How is this indicated to the VTS operator and how is it handled? 

 

 

 

 

Figure 11. Example video 2021-10-07 09-46-28 x @ 16:18: Handling of route 
proposals  

 

The route is rejected by VTS (on grounds of overhead clearance) – the vessel then 
requests new route from VTS.  
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4.1.7.2 VTS proposes new route 

 

Example video 2021-10-07 09-46-28 x @ 18:20: Handling of route proposals 

COMMENT: When VTS are creating new routes, dangers, hazards and safety couture 
are not highlighted: See IEC 61174 and IHO S-63/S-52. Route revived form vessel is 
reported as not possible from VTS.  

 

QUESTION: Is there any graphical presentation in the display in line with ECDIS 
requirements planning or monitoring of routes for alerting of dangers, hazards, and 
safety couture, or planning to check for hazards and safety couture in chart and for 
geometry before transmission? 

 

========== QUOTE ========== 

 

STM VTS Reply 

No. Basically there are three ways to make a route proposal for the VTS. The VTS can 
either edit the route that the Vessel has submitted or make a new route. In both cases 
the VTS Operator has to trust his or her own skills and knowledge of the VTS Area 
when sketching the route. A third possibility is to retrieve a route from a Route Library 
and to send it to the Vessel. But in no case the VTS can Safety Check the route 
automatically before sending it to the Vessel. This must be done on board. 

 

========== UNQUOTE ========== 

 

 

The creation of routes should be subject to the same requirements for route validation 
as onboard. A transited route should be validated for dangers, hazards, and safety 
couture in chart and for geometry before transmission. 

 

NOTE: Information on vessel’s draft, overhead clearance and turn radius should be 
available during creation of route and validation.  

 

========== QUOTE ========== 

 

STM VTS Reply 

It all sounds reasonable and logical and perhaps it is. However, I think that it might be 
easier said than done. Even for a crew always navigating its own vessels, using their 
own ECDIS it can be tricky to plan a Voyage getting all parameters and settings right. 
To expect the VTS to be able to perform such accurate planning for all Vessels in the 
VTS area is perhaps asking too much. Also, some details (especially the draft) 
perhaps are hard to find and to know if they are accurate. My opinion is that each 
vessel, each captain must have the final responsibility for the ship and its route. 
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========== UNQUOTE ========== 

 

 

4.1.7.3 Observation 7-3 

 

 

 

Figure 12. Example video 2021-10-07 09-46-28 x @ 18:48: New route sent 

 

4.1.7.4 Observation 7-4: Route presentation changes 

 

 

 

Figure 13. Example video 2021-10-07 09-46-28 x @ 18:48: From this instance to (see 
Figure 14) 
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Figure 14. Example video 2021-10-07 09-46-28 x @ 19:40: See comment in Figure 
14b 

 

 
 

Figure 14b. Example video 2021-10-07 09-46-28 x @ 19:40: NOTE: XTD within safety 
contour with no indication or notification …? 
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========== QUOTE ========== 

 

STM VTS Reply 

What we see in 14.b is the monitored route of the GORCH FOCK. GORCH FOCK was 
initially heading for a bridge with a too low sailing free height. GORCH FOCK was sent 
a Route Proposal taking them to a safe fairway out of the area. GORCH FOCK safety 
checked the route and took in to monitoring (see the picture above.)  

 

So how come that the route still does not look good? I think that that can be explained 
as simulator related issues. First of all it was VTS simulations. The route sending from 
the Vessels´ ECDISes in the simulation exercises were done by designated persons 
but otherwise the Vessels´ bridges in the simulation were unmanned. So the Vessels 
navigation could have been done more thoroughly.  

 

It is also the case that you sometimes have to choose simulator models of Vessels 
that do not match the Vessel you really wanted. Let us say that our (SMA) simulator 
does not hold an equivalent to the real GORCH FOCK then I would have to choose 
something smaller. In that case the route (checked on a smaller simulator model) 
could have slipped through the ECDIS Safety Check.  

 

========== UNQUOTE ========== 

 

4.1.8 Observation 8 

 

 

 

Figure 15. Example video 2021-10-07 09-46-28 x @ 19:03: Vessel “MINERVA JULIE” 
not following route: OK 
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Figure 16. Example video 2021-10-07 09-46-28 x @ 19:18: Vessel “GORCH FOCK” 
reports received alternative route from VTS (AUDIO) 

 

4.2 Notes and general feedback  

 

1. Routes belonging to target vessels should be clearly graphically linked for better 
presentation of route belonging to the target vessel. Alphanumerical vessel 
information and route information should be presented logically grouped and 
graphically linked to a route. Routes should be distinguishable for ships clearly 
linked to vessels belonging to. 

 

2. Route planning should be performed with ECDIS requirements for route 
checking for safety contour, navigational hazards/dangers with route geometry 
check, providing the operator/creator of the route with an error list and graphical 
presentation similar to ECDIS. 

 

 

With the same chart data, route data, vessel settings, the vessel ECDIS and the 
VTS may be able to see the same route notifications and alerts, providing a 
uniform information picture for better communication (see Figures 17 and 18). 
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Figure 17. Example from IHO S-64 Ed 3.0(.2): Route planning 

 

 

 

Figure 18. Example from IHO S-64 Ed 3.0(.2): Route monitoring 
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3. A received route from a vessel proposed (not sailed) should be checked by 
same means as above in point 2.  

 

4. A monitored (sailed) route should be highlighted if the route violates safety 
contour, navigational hazards/dangers, similar to presentation requirements in 
ECDIS 

 

========== QUOTE ========== 

 

STM VTS Reply 

In all above I have tried to explain and shed some light over different details. If the 
opinions stated below are still your opinions, well, then I have really nothing to add. 
Personally, I would prefer a VTS System to look like a VTS System and to be 
designed with the ambition to work as good as possible as a VTS system. I actually do 
not see the point with making the VTS System look as much as possible as an ECDIS. 
But again that is my personal opinion and out of the scope for my part in this work. 

 

========== UNQUOTE ========== 

 

 

DNV Reply 

 

The comments/feedback were provided as an exercise to see what ECDIS 
functionality was included and how route information with established ECDIS 
functionality could enhance the communication exchange between onshore and 
onboard. 
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5 Conclusions and Recommendations  

Part A of the current deliverable established a procedure on how to support verification 

activities of equipment with STM concept functionalities. Thus, possible applicable 

standards for STM concept functionalities were investigated, such as route 

presentation, exchange, interface and network on a ship’s bridge navigation 

equipment. The descriptions were based on international standards for a ship’s 

navigational bridge related to a type approval of an STM concept function for 

installation onboard a vessel. The findings were listed with references to standards 

and partial extracts of related standards, whilst notes were made to highlight possible 

compliance and missing specifications. The analysis was limited to the implementation 

of STM concept functionality on equipment installed on board ships and did not 

address external network, infrastructure, data exchange protocols and shore side 

functions. However, it is noted that for the shore side, IMO and IEC standards are 

necessarily not mandatory. 

From a regulatory perspective, the ships are governed by SOLAS and MED (EU 

Marine Equipment Directive), whereas the shore side has no such governance other 

than the local authorities. The only point identified is that SOLAS makes requirements 

that voyage planning onboard is to be done amongst other in an official chart and by a 

trained mariner. If the VTS is sending routes to the ships, it may be considered that the 

VTS is performing a ship’s voyage planning – hence route/voyage planning is at a 

minimum to be done in accordance with the same conditions. 

========== QUOTE ========== 

 

STM VTS Reply 

Perhaps this can be debated in accordance with the many examples above? 

DNV Reply 

 

The comments/feedback were provided as an exercise to see what ECDIS 
functionality was included and how route information with established ECDIS 
functionality could enhance the communication exchange between onshore and 
onboard. 

 

========== UNQUOTE ========== 

 

Part B of the current deliverable provided comments with respect to the obtained 

operational data in the format of screenshots, where it was asserted that further 

explanations concerning the functionality and presentation were required. The 

provided responses were considered appropriate. 
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Part C of the current deliverable was aimed at outlining how the concept of remote 
verification could be implemented for equipment with STM concept functionalities. 
Though, due to cyber-security issues, as an alternative, the observations were based 
on recordings of the simulations. The observations raised inquiries that were attended 
during the external review. It should be born in mind that the comments/feedback were 
given as an exercise to see what ECDIS functionality was included and how route 
information with established ECDIS functionality could enhance the communication 
exchange between VTS and vessel. It was also suggested, as a follow-up, to 
investigate a set-up where two or more ECDISs are connected to the VTS and vessel 
simulators to witness the communication exchange and information transfer (including 
STM concept functionality and route/target presentation) between on-board and 
onshore equipment.  

 

5.1 Suggestions for further work related to testing and type 
approval (with reference to standardization – IEC): 

- Development of a test data set for data exchange cases and scenarios where 

testing is performed by data exchange. The dataset may include instructions on 

how the test is to be conducted and descriptions of expected verifying results.   

- Development of a test standard including presentation of STM graphic 

information (routes, ships and data in the chart) and user presentation on the 

onboard EUT for receiving and sending route information. 

- Development of test standards describing user interactions and presented 

information upon route exchange and presentation of information.   

- Development of test standards to include verifying tests based on route 

exchange data sets and user presentation requirements. 

- Development of a test standard for land-based equipment (VTS). 

- Development of a test standard for AIS and VDES interface. 
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6 Applicable standards for product testing 

Test standard references and appliance 

 

- IEC60945 

 

- IEC62288 
o Display and information chapter 4 and 7 
o Chart information 
o RADAR ad collision avoidance targets 
o Identification of target route 

 
- IEC611174 

o Comply to existing regulations on chart information, routes, presentation 
and route exchange 

o Presentation of target information 
o STM information and function shall be treated as additional function 

distinguishable from mandatory STM functions 
o STM route management is to be integrated with ECDIS route 

management. This with functions for sending and receiving routes 
externally and receiving and presenting other ships routes 
 

- IEC 62388 
o Target information 
o Any STM function shall be clearly distinguishable from the standards 

requirements on CPA/TCPA calculation and alerting 
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8 Appendix 

 

8.1 Applicable test requirements to be considered 
 

IEC60945: 

Note: HW to comply to relevant test requirements – design to comply with: 

E. Environmental tests  

No TEST Specification of 
test 

Status Comments 

E.1  Ergonomics and HMI IEC 60945, 6.1   

E.2  Hardware IEC 60945, 6.2   

E.3  Software IEC 60945, 6.3   

E.4  Inter-unit connection IEC 60945, 6.4   

 

IEC62288 

Related to route management, planning, presentation and monitoring: 

Note: presenting device should comply with all applicable parts of standard.  

See below reference to Annex A 5.8 – where presentation of external routes is 
described. With notes to possible needs for further specification. 

 

N. Navigational displays - General 

No TEST Specification of 
test 

Status Comments 

 

 

3.44 

standard display 

(MSC191/A) level of information that should be shown when a chart is first displayed on 

ECDIS. The level of the information it provides for route planning or route monitoring may be 

modified by the user according to the user's needs 

 

6.2.6 Display of map graphics 

6.2.6.1 Requirement 

(MSC191/7.2.3) User generated radar map graphics including monitored and/or additional 

planned routes may be presented on a radar display, but shall not substantially degrade, 

mask or obscure the radar video image, target trails, tracked radar targets, reported AIS 

targets, or electronic chart information. 

 

6.3.3 IMO ECDIS display categories 
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N. Navigational displays - General 

No TEST Specification of 
test 

Status Comments 

6.3.3.1 Requirement 

(MSC191/7.3.1.3) It shall be possible to temporarily suppress all supplemental (e.g. radar, 

AIS and other overlays) information from the chart display, retaining only chart related 

information contained in the ECDIS Display Base. This function is not required to be of single 

or simple operator action. 

 

It shall be possible to remove radar information, AIS information and other navigational 

information including all non-charted information from the chart display by a single operator 

action. Chart display consists of chart itself and all automatic and manual updates for it. This 

removal may be permanent or momentary. 

 

ENC and other vector format electronic chart information available for presentation on a chart 

display during route planning and route monitoring shall be subdivided into the following three 

IMO display categories: 

 

• ECDIS Display Base; 

• ECDIS Standard Display; and 

It shall be possible to present the ECDIS Standard Display at any time by a single operator 

action. This single operator action shall not change any non-chart related user settings for the 

display. 

 

When a chart display is switched on following a switch off or power failure, it shall return to 

the most recent settings for the display. 

 

6.3.9.1 Requirement 

(MSC191/7.3.3.1) Information from additional sources may be displayed on ECDIS but shall 

not substantially degrade, mask or obscure the chart information. 

(MSC191/7.3.3.2) Additional information (including information for route planning, route 

monitoring, information overlays and supplementary navigation tasks) shall be clearly 

distinguishable from the electronic chart information. It shall be possible to remove additional 

information by a simple operator action. 

 

7.3 Screen size 

7.3.1 Requirement 

(MSC191/8.2.1) Display equipment shall be of sufficient size to support the requirements of 

the relevant IMO Performance Standards. 

(MSC191/8.2.2) For ECDIS, the operational display area of the chart presentation for route 

monitoring shall be at least 270 mm × 270 mm. 

 

7.3 Screen size 

7.3.1 Requirement 

(MSC191/8.2.1) Display equipment shall be of sufficient size to support the requirements of 
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N. Navigational displays - General 

No TEST Specification of 
test 

Status Comments 

the relevant IMO Performance Standards. 

(MSC191/8.2.2) For ECDIS, the operational display area of the chart presentation for route 

monitoring shall be at least 270 mm × 270 mm. 

C.1  Display of chart information IEC 62288, Ch. 
6.3.2 

C.2   

C.3  Display of additional 
navigation-related 
information 

IEC 62288, Ch. 
6.3.9 

C.4   

C.5  Screen size IEC 62288, Ch. 7.3 C.6   

C.7  Display of chart information IEC 62288, Ch. 
6.3.2 

C.8   

 

Note: IEC62288 states that if route information and/or monitoring is performed – then 
applicable parts of ECDIS standard is to be followed.  

 

Annex A symbols and presentation: 
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IEC61174 - ECDIS 

P. Performance tests 

No TEST Specification of 
test 

Status Comments 

3.1.33 

route 

series of waypoints connected by one or more legs including both straight and curved 

segments 

 

3.1.41 

standard display 

the display mode intended to be used as a minimum during route planning and route 

monitoring 

Note 1 to entry: The chart content is listed in Annex A. 

[SOURCE: IMO Resolution MSC.232(82):2006, clause A3.4] 

 

(232/A1.5) ECDIS shall reduce the navigational workload compared to using the paper chart. 

It shall enable the mariner to execute in a convenient and timely manner all route planning, 

route monitoring and positioning currently performed on paper charts. It shall be capable of 

continuously plotting the ship's position. (See 4.10) 

 

(232/A1.6) The ECDIS display may also be used for the display of radar, radar tracked target 

information, AIS and other appropriate data layers to assist in route monitoring in accordance 

with requirements of 232/A2.4, 232/A7.4, and 232/A9.2, as further specified herein. (See 4.6, 
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P. Performance tests 

No TEST Specification of 
test 

Status Comments 

4.8, 4.12) 

 

4.9.1 Route planning and monitoring 

(232/A10.1) ECDIS shall be capable of displaying information for: 

1) route planning and supplementary navigation tasks (see 4.10.2); 

2) route monitoring (see 4.10.3). 

 

4.9.2 Chart presentation size 

(See 6.3.2) 

(232/A10.2) The effective size of the chart presentation for route monitoring shall be at least 

270 mm by 270 mm. 

 

4.9.3 Colour and resolution 

(See 6.7.3, 6.7.4) 

(232/A10.3) The display shall be capable of complying with the colour and resolution 

recommendations of IHO (See IHO S-52, Annex A). 

 

4.10 Route planning, monitoring and voyage recording 

4.10.1 General 

 

(See 6.9.2, 6.9.3) 

(232/A11.1) It shall be possible to carry out route planning and route monitoring in a simple 

and reliable manner. 

 

(232/A11.2) The largest scale data available in the SENC for the area given shall always be 

used by the ECDIS for all alerts or indications of crossing the ship's safety contour, of being 

too close to a point object, such as a fixed or floating aid to navigation or isolated danger (navigational 
hazard) and of entering a prohibited area, and for alerts and indications 

according to Annex D. 

 

4.10.2 Route planning 

4.10.2.1 Route plan 

(See 6.9.2) 

 

(232/A11.3.1) It shall be possible to carry out route planning including both straight and 

curved segments. 

 

(232/A11.3.2) It shall be possible to adjust a planned route alphanumerically and graphically 

including: 

 

1) adding waypoints to a route; 

2) deleting waypoints from a route; 

3) changing the position of a waypoint. 
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P. Performance tests 

No TEST Specification of 
test 

Status Comments 

 

(232/A11.3.3) It shall be possible to plan one or more alternative routes in addition to the 

selected route. The selected route shall be clearly distinguishable from the other routes. 

 

(232/A11.3.4) An indication is required if the mariner plans a route across an own ship’s 

safety contour. 

The indication shall be both graphical in the chart area using IEC 62288:2014, Table A.3, 

graphical symbol 3.5 b and textual in the user dialog area of the route plan. 

The graphical highlight shall be the intersection between the planned route and the charted 

feature/object. 

 

The charted feature/object which is the origin of the indication shall be displayed on demand 

together with the IEC 62288:2014, Table A.3, graphical symbol 3.5 b. This may require 

temporary override of the user selected viewing group layers (see Annex M) or temporary 

display of a charted feature/object from the largest scale available. 

 

Optionally, the graphical indication in the chart area may be selectable between on and off 

state. When selected for off state, a permanent indication shall be provided that the 

“Indication of crossing safety contour is Off”. 

 

(232/A11.3.5) An indication shall be given if the mariner plans a route closer than a user specified 

distance from the boundary of a prohibited area or a geographic area for which 

special conditions exist (see Annex C). An indication shall also be given if the mariner plans a 

route closer than a user-specified distance from a point object, such as a fixed or floating aid 

to navigation or isolated danger (navigational hazard). 

 

This distance limit may be the same applied to the proximity of all dangers and identical to the 

distance limit applied for approaching the boundary of a prohibited area, area with special 

conditions. 

 

The indication shall be both graphical in the chart area using IEC 62288:2014, Table A.3, 

graphical symbol 3.5 c and textual in the user dialog area of the route plan. 

The graphical highlight shall be the intersection between the planned route and the charted 

feature/object. 

 

The charted feature/object which is the origin of the indication shall be displayed on demand 

together with the IEC 62288:2014, Table A.3, graphical symbol 3.5 c. This may require temporary override 
of the user selected viewing group layers (see Annex M) or temporary display of a charted feature/object 
from the largest scale available. 

 

Graphical indication in the chart area shall be selectable between on and off states separately 

for navigational hazards and for each prohibited area or each area with special conditions 

(see Annex C). If any of the selectable indications is in the off state, there shall be a relevant 
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permanent indication: "Indication of navigational hazards is Off" or "Indication of some 

prohibited areas or areas with special conditions is Off". The full list of prohibited areas or 

areas with special conditions in the off state shall be available on demand. 

 

(232/A11.3.6) It shall be possible for the mariner to specify a cross track limit of deviation 

from the planned route at which an automatic off-track alarm shall be activated. 

 

4.10.2.2 Annotated Route plan 

 

(See 6.9.2) 

 

NOTE An annotated route plan combines a route plan with additional mariner’s information (see 6.4.1). It includes 

some of the information required by the guidelines for voyage planning (IMO A.893(21)). 

Annotated route plan may be provided. If provided, the following rules apply: 

 

1) additional mariner’s information shall be organized in similar way to route plans, which 

means separately named entities such as files or databases; 

2) annotation means that a route plan shall be linked to such separately named entities; 

3) annotated route plan shall provide a textual document in electronic form. A paper version 

may be provided. The document shall list all items from both route plan and additional 

mariner’s information in the same sequence as they will appear when the ship sails the 

planned route. 

 

EXAMPLE The sequence could be: waypoint 1 with ETD, caution (dangerous area), waypoint 2 with ETA, 

caution (danger), information (leave pilot), waypoint 3 with ETA, information (speed limit), etc. 

 

4.10.2.3 Route plan exchange with other equipment 

(See 6.9.2) 

 

Optionally, means may be provided to export and import route plans and annotated route 

plans with other equipment. The media used may be a removable memory device (for 

example USB memory stick, SD card, etc.) or a fixed wired interface (for example 

IEC 61162-450, see 4.12.7 and Annex T). The format of the route plan exchange for export 

and import is described in Annex S. 

 

4.10.3 Route monitoring 

(See 6.8.13, 6.9.3) 

 

(232/A11.4.1) For route monitoring the selected route and own ship's position shall appear 

whenever the display covers that area. 

 

(232/A11.4.2) It shall be possible to display a sea area that does not have the ship on the 

display (for example for look ahead, route planning), while route monitoring. If this is done on 

the display used for route monitoring, the automatic route monitoring functions (for example. 
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updating ship’s position, and providing alerts and indications) shall be continuous. It shall be 

possible to return to the route monitoring display covering own ship's position immediately by 

single operator action. 

 

The system shall allow the user to select a route for monitoring only if the pre-planned route 

has been checked that the radius of planned turns allows each turn to complete before the 

next turn. 

 

232/A11.4.3) ECDIS shall give an alarm if, within a specified look-ahead time or distance set 

by the mariner, own ship will cross the safety contour. 

 

The visual indication of the alarm shall be graphical in the chart area using IEC 62288:2014, 

Table A.3, graphical symbol 3.5 b and textual in the user dialog area of the alert management. 

The graphical highlight shall be the intersection between the own ship look-ahead area and 

the charted feature/object. 

 

The charted feature/object which is the origin of the alarm shall be displayed on demand 

together with the IEC 62288:2014, Table A.3, graphical symbol 3.5 b. This may require 

temporary override of the user selected viewing group layers (see Annex M) or temporary 

display of a charted feature/object from the largest scale available. 

 

Optionally, the graphical indication in the chart area may be selectable between on and off 

state. When selected for off state, a permanent indication shall be provided that the 

“Indication of crossing safety contour is Off”. 

 

(232/A11.4.4) ECDIS shall give a warning or caution, as selected by the mariner, if, within a 

specified look-ahead time or distance set by the mariner, own ship will cross the boundary of 

a prohibited area or of a geographic area for which special conditions exist. (See Annex C) 

 

The visual indication of the warning or caution shall be graphical in the chart area using 

IEC 62288:2014, Table A.3, graphical symbol 3.5 c and textual in the user dialog area of the 

alert management. 

 

The graphical highlight shall be the intersection between the own ship look-ahead area and 

the charted feature/object. 

 

The charted feature/object which is the origin of the warning or caution shall be displayed on 

demand together with the IEC 62288:2014, Table A.3, graphical symbol 3.5 c. This may 

require temporary override of the user selected viewing group layers (see Annex M) or 

temporary display of a charted feature/object from the largest scale available. 

 

Graphical indication in the chart area shall be selectable between on and off states separately 
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for each prohibited area or area with special condition (see Annex C). If any indication is in 

the off state, a permanent indication: "ProhAre" shall be provided. The full list of prohibited 

areas or areas with special conditions in the off state shall be available on demand. 

 

(232/A11.4.5) An alarm shall be given when the specified cross track limit for deviation from 

the planned route is exceeded. 

NOTE Route monitoring will only provide an automatic alarm if the mariner has entered the appropriate data in 

4.10.2. 

 

(232/A11.4.6) A caution shall be given to the mariner if, continuing on its present course and 

speed, over a specified look-ahead time or distance set by the mariner, own ship will pass 

closer than a user-specified distance from a danger (for example obstruction, wreck, rock) 

that is shallower than the mariner's safety contour or an aid to navigation (navigational 

hazard). 

 

The visual indication of the caution shall be graphical in the chart area using IEC 62288:2014, 

Table A.3, graphical symbol 3.5 c and textual in the user dialog area of the alert management. 

The graphical highlight shall be the intersection between the own ship look-ahead area and 

the charted feature/object. 

 

The charted feature/object which is the origin of the caution shall be displayed on demand 

together with the IEC 62288:2014, Table A.3, graphical symbol 3.5 c. This may require 

temporary override of the user selected viewing group layers (see Annex M) or temporary 

display of a charted feature/object from the largest scale available. 

 

Optionally, the graphical indication in the chart area may be selectable between on and off 

states. When selected for off state, a permanent indication shall be provided that the 

“Indication of navigational hazards is Off”. 

 

The look-ahead range, expressed as time or distance, is set by the mariner to control how far 

in advance an alert will be given before a distance limit is violated. The same look-ahead 

range shall be applied for approaching the boundary of a prohibited area, area with special 

conditions, crossing safety contour or proximity to a danger. The distance limit set by the 

mariner shall be the same applied to the proximity of all dangers and aids to navigation. 

 

(232/A11.4.9) A warning shall be given by ECDIS when the ship reaches a specified time or 

distance, set by the mariner, in advance of a critical point on the planned route. 

 

ECDIS shall permit the mariner to define critical points and the time or distance at which a 

warning shall be given. The words “to reach a critical point” shall be considered as passing 

abeam of the critical point on the planned route. 

 

(232/A11.4.11) It shall be possible to display alternative routes in addition to the selected 
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route, where any have been planned. The selected route shall be clearly distinguishable from 

the other routes. During the voyage, it shall be possible for the mariner to modify the selected 

sailing route or to change to an alternative route. 

 

(232/A11.4.12) It shall be possible to display: 

a) time-labels along a ship’s track manually on demand and automatically at intervals 

selected between 1 min and 120 min; and 

b) an adequate number of points, free movable electronic bearing lines (EBL), variable and 

fixed range markers (VRM), and other symbols required for navigation purposes and as 

specified in Annex B. 

 

Measurements from own ship (for example, range rings, range and bearing, cursor, tracking 

data) shall be made with respect to the CCRP. 

 

Note that an “adequate number” of EBL and VRM implies at least one of each. 

 

4.12.6 Connection with NAVTEX or SafetyNET for MSI 

(See 6.16) 

 

If provided, an interface with either NAVTEX (IEC 61097-6) or SafetyNET (IEC 61097-4) shall 

comply with the following requirements for processing and presentation of MSI messages 

received via NAVTEX or SafetyNET. 

 

a) Provide an indication when a new MSI message is received until it has been displayed or 

24 h have passed. 

 

b) This indication may be suppressed if the MSI message does not meet criteria set by the 

mariner. 

 

c) Means shall be provided for the operator to enter criteria for suppression of indication of 

new MSI messages based on time and distance from own ship, monitored route or 

planned route. Default setting is no suppression. 

 

NOTE: The criteria set for ECDIS indication of new MSI messages are independent of such settings on the MSI 

receiver which may optionally be controllable by NRM sentence for NAVTEX. 

 

d) Details of the coverage areas and message categories which have been excluded by the 

operator from reception and/or display should be readily available. 

 

e) For NAVTEX ECDIS shall provide means to view the receiver INS mask set inside the 

NAVTEX (see IEC 61097-6). Optionally ECDIS may provide means to set the NAVTEX 

receiver mask(s). The elements of the INS mask are: Frequency, transmitter coverage 
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4.12.7 Connection for transfer of route information 

(See 6.17) 

If a fixed wire interface is provided (see 4.10.2.3) means shall be provided based on 

IEC 61162-450 to send and to receive information on a monitored route and alternate routes 

with other navigation equipment; for example, backup ECDIS, planning workstation, radar, 

etc. (see Annex T). The data shall comply with the appropriate parts of Annex S for this 

purpose, as a minimum. 

 

Means shall include: 

 

a) bidirectional transfer of route(s) for editing purposes. The reported type of transferred 

route is A in the RRT sentence; 

 

b) transfer of route for monitoring purpose. The reported type of transferred route is M in the 

RRT sentence; 

 

c) sending of RRT sentences using IEC 61162-450 to inform another party about the transfer 

of a route, and reception of RRT sentences using IEC 61162-450 for file transfer status 

and intended application status (see Annex T); 

 

d) for sending: 

• a method to initiate transfer of a route; 

• indication of the status of the IEC 61162-450 file transfer and the status of the 

intended application based on the received RRT sentence; 

• indication of no response if the RRT sentence is not received within the 

manufacturer’s specified timeout; 

 

e) for receiving: 

• a method to accept or reject a received route at application; 

• reporting to the sender the status of the IEC 61162-450 file transfer and the status of 

the intended application based on the received RRT sentence. This reporting can be 

either by one or two RRT sentences. In a one sentence report a single RRT sentence 

reports both file transfer status and application level status. In a two-sentence report 

the first RRT sentence reports only the file transfer status and the second RRT 

sentence reports the application level status; 

• if the receiver is an ECDIS, a method to perform a safety check of the received route 

against chart database and a method to perform a geometry check at application level; 

• a method to request a route from another ECDIS after power on (See Annex T, 

Q=Query for transmitting any monitored route or alternative route for editing); 

 

f) a log of these interactions. 
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5.3.3 Date-dependant ENC objects 

(See 5.9.1) 

 

(S-52/Annex A, Part I/10.4.1) There are a number of objects within the Marine environment, 

which are seasonal, such as racing buoys. These objects are only to be displayed over a 

certain period. IHO S-57 uses attributes Period Start (PERSTA) and Period End (PEREND). 

Other objects, such as a traffic separation schemes, use the attributes Date Start (DATSTA) 

and Date End (DATEND) to indicate their introduction or removal. Any ENC object with one of 

the above attributes shall not be displayed outside its effective dates unless requested by the 

mariner. 

 

(S-52/ Annex A, Part I/10.4.1) To provide the mariner effective route planning capabilities and 

for look-ahead during route monitoring ECDIS shall display date dependent chart data based 

on a mariner selected date or date range (start viewing date and end viewing date). 

 

(S-52/ Annex A, Part I/10.4.1) During route planning and monitoring the Mariner shall be able 

to select a date or date range to display all date dependent chart objects. The display of date 

dependent information is indicated by the symbol SY(CHDAT01). 

 

(S-52/ Annex A, Part I/10.4.1) When viewing date or date range do not include current date. 

The Mariner shall be informed by a permanent indication ‘Display Not Real Time’ on the chart 

display that the date has been adjusted. The selected date or date range shall be readily 

available. 

 

P.1  EUT installation and 
technical documentation 

IEC 61174, 6.1  Note interface 
requirements 
Annex  

P.2  Display characteristics IEC 61174, 6.7.5   

P.3  Functional Requirements  IEC 61174, 6.8.1   

P.4  Records and logs IEC 61174, 6.8.17   

P.5  Self-tests of major functions IEC 61174, 6.8.19   

P.6  Route planning IEC 61174, 6.9.2   

P.7  Route monitoring IEC 61174, 6.9.3   

P.8  Twelve-hour log IEC 61174, 6.9.4    

P.9  NAVTEX and SafetyNET for 
MSI 

IEC 61174, 6.16   
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P.10  Interface for transfer of route 
information 

 

test  

IEC 61174, 6.17  See IEC61162-450 
and requirements 
for RTZ 
transmittable: 

6.17 Interface for transfer of route information 

(See 4.12.7) 

Perform the following: 

 

a) use an IEC 61162-450 simulator which is capable of displaying detailed content of 

sentences received from the EUT. Create a route plan in the EUT. Set the simulator to 

report file transfer as successful and application acceptance of the route using a single 

RRT sentence. Confirm by observation that the EUT can send the route plan (include both 

file and RRT sentence) to the simulator and that the EUT indicates correct status for file 

transfer and application; 

 

b) use an IEC 61162-450 simulator which is capable of displaying detailed content of 

sentences received from the EUT. Create a route plan in the EUT. Set the simulator to 

report file transfer as successful and application acceptance of the route using two 

separate RRT sentences. Confirm by observation that the EUT can send the route plan 

(include both file and RRT sentence) to the simulator and that the EUT indicates first 

correct status for file transfer and later correct status for application; 

 

c) create another route plan. Set the simulator to reject application acceptance of the route. 

Confirm by observation that the EUT can send the route plan to the simulator and that the 

EUT indicates successful status for file transfer and reject status for application; 

 

d) create another route plan. Set the simulator to report a file transfer error for the route. 

Confirm by observation that the EUT can send the route plan to the simulator and 

 

e) create another route plan. Set the simulator not to report the RRT sentence. Confirm by 

observation that the EUT can send the route plan to the simulator and that the EUT 

indicates no response from the target of the sending of the route; 

 

f) create another route plan. Set the simulator to report file transfer as successful and 

application acceptance of the route. Select the route plan for monitoring in the EUT. 

Confirm by observation that the EUT can send the route plan to the simulator and that the 

EUT indicates correct status for file transfer and application; 

 

g) create a route plan in the simulator and send it to the EUT. Confirm by observation that 

the EUT accepts the route, that the EUT checks the route and that the simulator EUT 

indicates correct status for file transfer and application. Confirm by observation that the 
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received route plan can be displayed in the EUT; 

 

h) create a route plan including a syntax error in the simulator and send it to the EUT. 

Confirm by observation that the application of EUT rejects the route and that the simulator 

indicates successful status for file transfer and rejected status for application; 

 

i) create a route plan in the simulator and send it to the EUT. Set the simulator to inform the 

EUT that this route plan is for monitoring. Set the EUT to monitor the received route. 

Confirm by observation that the application of the EUT checks and accepts the route and 

selects the received route for monitoring and that the simulator indicates correct status for 

file transfer and application; 

 

j) create a route plan in the simulator and send it to the EUT. Set the simulator to inform the 

EUT that this route plan is for monitoring. If provided, set the EUT to reject monitoring of 

the received route and confirm by observation that the simulator indicates correct status 

for file transfer and application; 

 

k) set EUT for power off. Create a route plan in the simulator and send it to the EUT. Set the 

simulator to inform the EUT that this route plan is for monitoring. Power on the EUT and 

confirm by observation that the EUT queries the monitored route from the simulator and 

after reception of the route from the simulator the application of the EUT checks and 

accepts the route and selects the received route for monitoring; 

 

l) confirm by observation that the EUT has logged all interactions. 

 

Annex S and T for RTZ specification and route transfer. 

 

Interface requirements in closed network, see IEC61162-450.  

 

Interface to external networks and security, see IEC IEC61162-460. 

 

RTZ route transfer on IEC 61162-450 is seen as mandatory for ECDIS’s installed and 
certified to be in accordance to IEC61174 ED.4 (2017). 
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For RTZ ECDIS compliance – external sender/receiver compliance? 

I - Interface  
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 8.1 Test set-up and equipment IEC 61162-450, Ch. 
8.1 

  

 8.2 Basic requirements IEC 61162-450, Ch. 
8.2 

  

 8.3 Network functionn (NF) IEC 61162-450, Ch. 
8.3 

  

 8.4 System function block (SF) IEC 61162-450, Ch. 
8.4 

  

 8.5 Serial to network gateway 
function (SNGF) 

IEC 61162-450, Ch. 
8.5 

  

 8.6 Other network function (ONF) IEC 61162-450, Ch. 
8.6 

  

 8.7 Low level network IEC 61162-450, Ch. 
8.7 

  

 8.8 Transport layer IEC 61162-450, Ch. 
8.8 

  

 8.9 Application layer IEC 61162-450, Ch. 
8.9 

  

 8.10 Error logging IEC 61162-450, Ch 
8.10 

  

 8.11 Binary file transfer using 
UDP multicast – Single 
transmitter, multiple receiver 

IEC 61162-450, Ch. 
8.11 

  

 8.12 PGN to network gateway 
function (PNGF) 

IEC 61162-450, Ch. 
8.12 

  

 8.13 System function ID 
resolution 

IEC 61162-450, Ch. 
8.13 

  

 8.14 Binary file transfer using 
TCP point-to-point 

IEC 61162-450, Ch. 
8.14 
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Connections to external networks IEC61162-460 

4.4.5 460-Gateway and 460-Wireless gateway 

Connections to uncontrolled networks shall be protected by a gateway fulfilling the 

requirements for a 460-Gateway as specified in 6.3.5 or a 460-Wireless gateway as specified 

in 6.3.6. Security requirements as specified in 6.2, 6.3 and 6.4 shall be implemented. 
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 Security scenarios IEC 61162-450, Ch. 
6.1 

  

 

  Internal security requirements IEC 61162-450, Ch. 
6.2 

  

6.2 Internal security requirements 

6.2.1 General 

(See10.5.2.1, 10.6.3.1, 10.7.4.1) 

A 460-Node, 460-Switch and 460-Forwarder shall not use a wireless LAN interface and 

wireless access point (AP) functions. 

All VLAN tunnelling protocol shall be disabled in a 460-Node, 460-Switch and 460-Forwarder. 

 

6.2.2 Denial of service protection 

6.2.2.1 460-Node 

(See 10.5.2.2) 

The maximum operational input and output bandwidth for a device shall be declared by the 

manufacturer averaged over a specified time period. 

Means shall be provided to ensure normal operation of the node under excessive incoming 

traffic received at its Ethernet port. 

 

6.2.2.2 460-Switch, 460-Forwarder, 460-Gateway and 460-Wireless gateway 

(See 10.6.3.2, 10.7.4.2, 10.8.1) 

Protection from DoS attacks using ICMP and IGMP protocols shall be provided. Additional 

DoS prevention methods may be provided. 

 

6.2.3 REDS security 

(See 10.5.2.3) 

 

6.2.3.1 Physical protection 

The number of connection points (USB ports, disc drives, etc.) shall be limited to the absolute 

minimum required for the operation of the system and its lifetime maintenance and support. 

All other points shall be physically blocked from easy access by a user without a tool or key. 

 

6.2.3.2 Operational protection 

Connection points shall limit their operation to permitting connection only to data sources. 

For USB based devices, only USB device class 08h (USB mass storage) is acceptable for 

REDS. For other devices, the manufacturer shall provide information about the technology 

used and how the connection point fulfils the requirement to limit connection to only data 

sources. 

USB connection points used for keyboards, printers, etc. shall be blocked from easy access 

by a user for example by means of a tool or key or password protection (disable/enable) in the 
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device set-up. 

 

6.2.3.3 Executable program file verification 

All automatic execution at a 460-Node from REDS including USB auto-run shall be prohibited. 

Manual execution of any type of files from REDS shall only be possible after passing 

authentication for accessing the executable content of the REDS. Manual execution shall be 

possible only for the files which are verified before execution, using digital signature or 

special keys. 

NOTE 1: A digital signature method is based on a private/public key pair. Typically, a hash function is used, for 

example the SHA-2 family (use of MD5 and SHA-1 are now discouraged, see ISO/IEC 10118-3). 

NOTE 2: Special keys can be values calculated from the delivered data using a specified function and compared 

against a known and expected value, both the function and the value being specified by the trusted source or 

sender. 

 

6.2.3.4 Non-executable data verification 

All non-executable data in REDS shall be verified before it is used in equipment. 

6.2.4 Access control 

 

6.2.4.1 Device access control 

(See 10.5.2.4, 10.6.3.3, 10.7.4.3, 10.8.2) 

Access to make changes in the configuration of 460-Node, 460-Switch, 460-Forwarder, 

460-Gateway and 460-Wireless gateway equipment shall be subject to user authentication. 

User authentication shall be provided with log-in information. The following are required for the 

device access control process: 

• a user authentication mechanism shall be provided before changing the device settings. 

Some examples of authentication include passwords and key cards; 

• if a password is required at login, it shall be provided with at least 8 characters. Longer 

passwords and other authentication tokens like RSA keys, etc. may be supported where 

possible; 

• the operator's manual shall include guidance such as "passwords should not contain the 

user name or parts of the user's full name, such as his first name, company name, product 

name, etc", "dictionary words should not be used", "random and meaningless passwords 

should be used"; 

• passwords shall use at least three of the four available character types: lowercase letters, 

uppercase letters, numbers, and special characters. 

 

6.2.4.2 Network access control 

(See 10.6.3.4, 10.7.4.4) 

Network access control is intended to permit or to deny access to 460-Network resources. A 

460-Switch or 460-Forwarder shall deny the access of unauthorised equipment and 

unauthorised traffic by network access control. 

 

Each connected 450-Node and 460-Node to a 460-Network, if installed outside of a secure 
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area, shall be authorised by its MAC address and physically connected to a port at a 

460-Switch or 460-Forwarder. If a connected node is intended to be installed in a secure area 

means shall be provided to enable or disable the authorisation by MAC address. 

 

All bypassing and originating traffic at a 460-Switch and 460-Forwarder shall be authorised by 

IP address, protocol number and port number. 

NOTE: Typically, network access 

 

 External security requirements IEC 61162-450, Ch. 
6.3 

  

6.3 External security requirements 

6.3.1 Overview 

All traffic from uncontrolled networks is passed or processed through the 460-Gateway or 

460-Wireless gateway. Figure 2 shows an example of a 460-Network with a 460-Gateway. As 

shown in Figure 2, a 460-Gateway consists of firewalls and DMZ with various servers. The 

DMZ is located between the internal 460-Network and the uncontrolled network. Two firewalls 

are implemented, one for the uncontrolled network and the other for the 460-Network. These 

firewalls are classified as external and internal. 

The 460-Gateway components may be implemented in one device or in different devices. 

6.3.2 Firewalls 

 

6.3.2.1 External firewall 

 

An external firewall blocks all traffic unless it is registered and destined only to equipment in 

the DMZ. This means that, in principle, all direct communication to a 460-Network is not 

allowed. 

 

6.3.2.2 Internal firewall 

An internal firewall blocks all traffic unless it is destined to equipment in a 460-Network and it 

originates from equipment in the DMZ. All traffic passing through the internal firewall is 

registered in advance. 

 

6.3.3 Direct communication 

(See 10.8.3) 

When direct communication is required to equipment in a 460-Network, permission from an 

administrator or supervisor is required together with monitoring during the entire 

communication period (see 6.3.5 and Annex A). 

 

A direct connection between uncontrolled networks and a 460-Network is only enabled from a 

460-Gateway or from a 460-Wireless gateway. The direct connection is protected from 

activation remotely via an external network. Once the direct connection is established, a 

460-Node can use this connection for communication with an uncontrolled network, for details 
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see 6.3.4. 

 

All direct connections between uncontrolled networks and a 460-Network shall use VPN 

through a 460-Gateway or 460-Wireless gateway. All data exchanged with an uncontrolled 

network shall be encrypted to protect from security attacks. VPN can be used by the 

460-Gateway or 460-Wireless gateway to connect 460-Networks over uncontrolled networks. 

A 460-Gateway or a 460-Wireless gateway may also allow a 460-Node to communicate 

through VPN directly to another destination. In this case a 460-Gateway or a 460-Wireless 

gateway shall establish the VPN connection and the 460-Gateway or the 460-Wireless 

gateway shall provide the network functions for the connections within the internal 

460-Network. 

 

NOTE: Encryption protects against unauthorized reading, signature/authentication protects against unauthorized 

modification and identifies the sender. Combination of both is possible. 

 

The secure encryption algorithm shall use either asymmetric or symmetric algorithms with the 

following key length: 

• an asymmetric encryption algorithm shall provide at least 2 048-bit key length (256 B) with 

encryption strength at least as strong as RSA; 

• a symmetric encryption algorithm shall provide at least 256-bit key length (32 B) with an 

encryption strength at least as strong as AES. 

The key shall be delivered using a chain of trust, or if private keys are involved, exchanged in 

a secure manual way or using a combination of manual (e.g. by phone call) and message 

(e.g. by secured/encrypted email transfer). 

 

6.3.4 460-Node 

(See 10.5.2.5) 

 

A 460-Node can exchange information with other equipment directly from uncontrolled 

networks only through a 460-Gateway bypassing the DMZ if it is required. When direct 

connection is provided, the following requirements shall be satisfied: 

• by manufacturing default, direct connection from an uncontrolled network shall be set to 

"not allowed"; 

• the direct connection to a 460-Node from an uncontrolled network shall only be activated 

by an operator from a 460-Node; precondition is that a direct connection between 

uncontrolled network and the 460-Network itself are already enabled from the 460-Gateway 

or from the 460-Wireless gateway. 

• a 460-Node shall have a permanent indication when direct connection with an uncontrolled 

network is activated; 

NOTE Examples of indication are mechanical position, lamp, display, etc. 

• a caution "Connected to uncontrolled network" shall be generated, and the interface as 

described in 8.2.7 shall be used when a direct connection is activated; 

• the caution may be replaced with a warning after a pre-defined time period; 
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• all connections between uncontrolled networks and a 460-Node shall satisfy 

communication security requirements (6.3.3). 

 

6.3.5 460-Gateway 

 

6.3.5.1 Firewall 

 

(See 10.8.4) 

The following are requirements for a 460-Gateway: 

• by manufacturing default, direct connection from an uncontrolled network shall be set to 

"not allowed"; 

• internal and external firewalls shall be provided that are configured with the combination of 

source/destination IP address, protocol and port number; 

all connections between uncontrolled networks and a 460-Network shall be registered; 

• all connections from uncontrolled networks to a 460-Network shall satisfy external 

communication security requirements (see 6.3.3); 

• a 460-Gateway shall either indicate activated direct connection between 460-Networks 

and uncontrolled networks or generate a caution "Connected to uncontrolled network"; if 

provided, the caution shall use an interface as described in 8.2.7; 

• a 460-Gateway shall provide a list of all activated direct connections between 

460−Networks and uncontrolled networks; this list shall be recorded by the gateway or an 

external device including changes over the past 12 months; means to view the list shall be 

provided; at least the following information, if available, shall be recorded for each 

activated direct connection: source IP address, destination IP address, starting time and 

end time of the connection, protocol, and port number; 

• the direct connection with a 460-Node from an uncontrolled network shall only be 

activated by an operation on the installation site or the 460-Network side of the firewall; it 

shall not be possible to be activated from uncontrolled networks; means shall be provided 

to ensure that the operation can only be performed with permission from an administrator 

or supervisor; 

• all direct connection shall be terminated automatically after a pre-defined time period no 

longer than 4 h unless there is user intervention to extend the time; 

• all traffic for direct connection shall not be forwarded automatically after a pre-defined time 

not exceeding 10 min of no traffic on the connection. 

6.3.5.2 Application server 

(See 10.8.5) 

An application server allows a common data access to be seen by the uncontrolled networks 

and the 460-Network. 

If provided, the application server shall provide an application level authentication mechanism, 

such as password to client, from uncontrolled networks. 

The following are requirements for any server that is located at the DMZ in a 460-Gateway: 

• no routing of packets is allowed; 
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• shall comply with 460-Node requirements; 

• means shall be provided to protect from malware as appropriate to the computer platform. 

6.3.5.3 Interoperable access to file storage of DMZ 

(See 10.8.6) 

Means may be provided to download/upload files between the DMZ and uncontrolled networks 

or a 460-Network in order to access the file storage within the DMZ. If access to the file 

storage within the DMZ is provided, then it shall implement a protocol such as SMB 

networking protocol (for example Samba 2 ) or SFTP (Secure Shell (SSH) File Transfer 

Protocol). If SMB networking protocol is implemented, version 1 shall not be used due to 

security vulnerabilities. 

 

 Additional security issues IEC 61162-450, Ch. 
6.4 

  

6.4 Additional security issues 

(See 10.6.3.5, 10.7.4.5, 10.8.7) 

 

The following management functions are required for a 460-Switch, 460-Forwarder, 

460-Gateway and 460-Wireless gateway: 

• the configuration shall be retained following a switch off or power failure and the 

equipment shall return to the normal operation upon restoration of power; 

• when changes are made to the configuration, the previous configuration shall be stored by 

the system management function; means shall be provided to revert to the previous 

configuration from the system management function (see 4.5.2); 

• installation instruction shall advise that physical access to 460-Switch, 460-Forwarder, 

460-Gateway and 460-Wireless gateway shall be restricted. 

 460-Wireless gateway IEC 61162-450, Ch. 
6.3.6 

  

6.3.6 460-Wireless gateway 

(See 10.9.2) 

 

The following are requirements for a 460-Wireless gateway: 

• wireless access point (AP) functions shall not be allowed, i.e. a wireless gateway shall be 

operated only as a client; 

• traffic forwarding from the wireless network to 460-Network shall not be allowed; 

• a corresponding SF or ONF as defined in IEC 61162-450 shall be provided; a wireless 

gateway shall meet all the requirements of a 460-Gateway; all data exchanged through a 

wireless interface shall meet the encryption requirement of 6.3.3; 

• wireless connection shall be established only to registered Wireless AP(s) with 

authentication. 
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See IEC61162-460 for Communication scenarios between an IEC 61162-460 

network and uncontrolled networks. 
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Using STM to increase BALTic Sea SAFEty 

 

Making the Baltic Sea even safer by improving the situational awareness 
on ships and shore, building tools that automate work and provide 

decision support to prevent risk situations and accidents. 

  

Making STM happen! 

 

SAFETY - ENVIRONMENT - EFFICIENCY  

 

 

 

 
Swedish Maritime Administration ◦ Fintraffic ◦ Estonian Transport Administration ◦ 
Norwegian Coastal Administration ◦ RISE Research Institutes of Sweden ◦ DNV 

   

 

 

 

www.stmbaltsafe.eu 

http://www.stmbaltsafe.eu/
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www.stmvalidation.eu/projects/stmbaltsafe  

 

 

 

 

 

http://www.stmvalidation.eu/projects/stmbaltsafe

