
1 APPENDIX SECOM Test Project SMA Report 
1.1 Participant Testbed description 
The goal is to implement the complete interface from the SECOM specification. We are also trying to 
implement a mock-up client application (SECOM module) to simplify testing of the service. 

 

 

The service is built using: 

• DotNet Core 3.1 WebApi 
• Entity Framework 
• Postgres SQL 
• BouncyCastle (for encryption and signing) 
• Docker (for package and deployment) 

Data protection is implemented using DSA for signatures using keys from Navelink. Encryption uses 
AES and the transport security is secured with SSL (using Navelink Certificates). 

1.2 Participant Test report 
Describe outcome within each Test Case. Outcome is both observations during creation of the 
testbed and observations on test runs using the testbed. 



1.2.1 Observations 
Number Observation Consequence/Proposal Found when … Reference in SECOM 

Document 
SMA-001 Converting signature to 

HEX may add carriage 
return signs, but it can also 
be on one line 

1) affects the JSON or XML 
2) affects interoperability 
Need to be described in 
SECOM. 

Building Testbed A v 2020-07-01-r1  
7.3 Data Protection 

SMA-002 SECOM v20xx is missing 
description of what to sign. 
 
Q: What if the data is 
compressed? converted to 
Base64? Encrypted? 
Shall the original data file 
always be signed? Or shall 
the file prepared for 
transfer be signed? 

Sign the raw data bytes 
before encrypting and 
compression. 

Building Testbed A Data Protection 
Information Service 
Interface 

SMA-003 Update Link and Get By 
Link is not well defined in 
the document 

Impact in the swagger file Building Testbed B and the 
swagger file 

Interface Upload Link and 
Get By Link 

SMA-004 It may be a security risk to 
exchange a URL to any 
external storage/web page 

One approach could be that 
instead of uploading a URL, 
an identifier is uploaded, 
and then Get can be used 
to retrieve the object 
attached to the identifier. 

Building Testbed B and the 
swagger file 

Interface Upload Link and 
Get By Link 

SMA-005 Shall the Acknowledgement 
object be signed or not? 

This is related to the 
discussion What shall be 
signed.  
Will it increase cyber 
security if we sign the ACK? 

Building Testbed B and the 
swagger file 

5.6.6 Service Interface 
Acknowledgement 



Number Observation Consequence/Proposal Found when … Reference in SECOM 
Document 

SMA-006 Should both 
ResponseObject and Error 
ResponseObject be defined 
for every REST interface? 

Removed when moved to 
Specification part. 
But it may need to be 
defined for the REST design 
of the interface. 

Building Testbed B and the 
swagger file 

 

SMA-007 Many identifiers in the 
different service interfaces 
makes it messy. 

Propose to clean up and 
make consistent, and 
remove unnecessary 
identifiers. 

Building Testbed B and the 
swagger file 

 

SMA-008 What shall the REST 
operation be named for 
Upload and Get now when 
we removed the type of 
message in the URL? 
Object, Message 

 Building Testbed B and the 
swagger file 

 

SMA-009 When data is incorporated 
in JSON object, such as in 
UploadObject, it’s tricky to 
restore the data exactly to 
match the original, hence 
difficult to verify the 
signature. 

   

SMA-010 Is it necessary/beneficial to 
exchange a filename as 
well? Especially if the data 
is compressed into a ZIP-fil. 
Otherwise you need to 
open and see the files 
inside before handle it 
further. 

   



Number Observation Consequence/Proposal Found when … Reference in SECOM 
Document 

SMA-011 Currently the UploadObject 
contains a 
SECOM_SecurityMetadata 
object based on S-100. 
Another alternative would 
to always exchange an 
ExchangeSet ZIP containing 
the necessary metadata to 
verify the signature, 
filename etc. 

This requires however a 
stable S-100 to finalize 
SECOM.  
The metadata is always 
used in GET and ACK. 

  

SMA-012 When working with AES 
encrypting the key needs to 
be complemented by an 
initialization vector.  

Update the 
encryptionKeyObject to 
include IV value. 

Testing exchange of 
encrypted data 

 

SMA-013 How is the encryption 
supposed to work in a get 
scenario? When are the 
keys exchanged? 

Need a way for the 
consumer to inform the 
information producer that 
encrypted information has 
been downloaded and thus, 
the encryption key is 
needed. Add interface to 
request an encryption key. 

Testing the Get interface 
with published encrypted 
data. 

5.7.15 Service interface – 
EncryptionKey 

SMA-014 SECOM DataTypeEnum 
table is a mixture of 
payloads and containers.  

Split enum into two enums 
to better reflect its content; 
ContainerType and 
DataProductType 

Building Testbed B and the 
swagger file 

5.6 Common information 
objects and data types 



Number Observation Consequence/Proposal Found when … Reference in SECOM 
Document 

SMA-015 SECOM is payload agnostic 
but at the same time it 
includes an interface 
Capability where supported 
operations and payloads 
are included. In order to 
facilitate payload schema 
validation and hence be 
able to filter unsupported 
payload types, the payload 
type in e.g. Upload needs 
to be provided. This is also 
true due to the fact that 
the interface operations for 
data exchange (Upload, 
Get) lacks REST design 
showing what payload is 
exchanged. 

Include payload and 
container type (see SMA-
014) information in 
interfaces for data 
exchange and data access.  

Building Testbed B and the 
swagger file 

5.7.2 Service interface – 
Upload 
5.7.3 Service interface – 
Upload Link 
5.7.5 Service interface – 
Get 
5.7.6 Service interface – 
Get Summary 
5.7.8 Service interface – 
Access 
5.7.10 Service interface – 
Subscription 
 
 

SMA-016 Creating and verifying the 
envelope signature needs a 
clearer 
description/definition. 

Add clauses with a step by 
step instruction on how to 
create and verify the 
signature 

Updating Testbed B and the 
swagger file with double 
signatures (envelope) 

7.3.4 Creation of envelope 
signature 
7.3.6 Verification of 
envelope signature 

SMA-017 Transfer of the public key 
might lead to non-
interoperability between 
different environments 
such as Unix, Windows etc. 
specially when it comes to 
line feed and carriage 
return characters. 

Add description of how to 
convert a PEM encoded key 
to and from a one line 
string 

Building Testbed B and the 
swagger file 

5.6.3 Transfer of Public Key 



Number Observation Consequence/Proposal Found when … Reference in SECOM 
Document 

SMA-018 openssl command 
examples are not up to 
date 

Update table – ‘Example of 
commands’ with up to date 
openssl and PowerShell 
commands 

 7.5.5 Transfer of the 
encryption key 



 

1.2.2 Test Case 1 Data protection (signing) of unclassified data 
Actor A shall send one data object (XML) to Actor B. 

Actor A decides that the information is unclassified, and decides to not compress the data. 

The data is encapsulated into an UploadObject ready to be exchanged as body to a SECOM Upload 
Service Intrface. 

1.2.2.1 Results, observations, discussions 
The main discussions for this test case is regarding what to sign. Shall we sign only the payload or the 
complete message? There is also a question regarding the connection to s-100. Is it important to 
make an interface builds on the s-100 principals or is it more important that SECOM develops a 
mechanism that is best for the SECOM scenario. 

The suggestion from SMA tests is to decouple SECOM from S-100regarding signatures and encryption 
and develop the best possible solution for SECOM. The payload transferred can be S-100 or 
something else. 

 

1.2.3 Test Case 2 Data compression 
Actor A shall send one data object (XML) to Actor B. 

Actor A decides that the information is unclassified, and decides to compress the data. 

The data is encapsulated into an UploadObject ready to be exchanged as body to a SECOM Upload 
Service Interface. 

1.2.3.1 Results, observations, discussions 
Recommendation from SMA tests is to not use ZIP for compression but instead GZip. ZIP is a 
combination of archiving and compression format and for example it requires filename if only 
sending one file. The GZip format is only compressing a byte stream and if needed it can be 
combined with TAR for achieving. 

1.2.4 Test Case 3 Data encryption 
Actor A shall send one data object (XML) to Actor B. 

Actor A decides that the information is classified. 

The data is encapsulated into an UploadObject ready to be exchanged as body to a SECOM Upload 
Service Interface. 

1.2.4.1 Results, observations, discussions 
The main finding during this test is the need for an init vector complementing the encryption key. 
This should be part of the encryptionKey object. 

The suggestion is also to specify parameters regarding encryption such as key length, padding etc. 
This is crucial in order for the different implementation to be interoperable. We recommend to set 
the amount of alternatives as low as possible to make is less complex to implement. 

On our test implementation, we only use AES encryption  



1.2.5 Test Case 4 S-100 dataset 
Actor A shall send one data object (S-100 DataSet (XML)) to Actor B. 

Actor A decides that the information is unclassified, and decides to not compress the data. 

The data is encapsulated into an UploadObject ready to be exchanged as body to a SECOM Upload 
Service Interface. 

1.2.5.1 Results, observations, discussions 
There is no problems to exchange S-100 datasets using the SECOM interface. The payload format is 
not important since the SECOM service only handle it as a byte stream. 

1.2.6 Test Case 5 S-100 Route catalogue 
Actor A shall send one Exchange Catalogue containing S-421 Route Plan to Actor B. 

The data is encapsulated into an UploadObject ready to be exchanged as body to a SECOM Upload 
Service Interface. 

1.2.6.1 Results, observations, discussions 
The difference in this case is that the catalogue contains more than one file and this requires SECOM 
to use some archiving algorithm in a standardized way to generate at byte stream from the folder 
data. In this test, we have user the TAR format for that purpose. This is something that has to be 
descried in the SECOM standard since it is necessary that all services handles the packaging of data in 
the same way in order to be interoperable. 
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